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¢ Access Management Architecture: This section of the exam measures the skills of Enterprise Security
Engineers and introduces key access management components in Vault. Candidates will explore the Vault
Agent and its role in automating authentication, secret retrieval, and proxying access. The section also
covers the Vault Secrets Operator, which helps manage secrets efficiently in cloud-native environments,
ensuring streamlined access management.

Topic 1

¢ Secrets Engines: This section of the exam measures the skills of Cloud Infrastructure Engineers and covers
different types of secret engines in Vault. Candidates will learn to choose an appropriate secrets engine
based on the use case, differentiate between static and dynamic secrets, and explore the use of transit
Topic 2 secrets for encryption. The section also introduces response wrapping and the importance of short-lived
secrets for enhancing security. Hands-on tasks include enabling and accessing secrets engines using the
CLI, API, and UL

¢ Vault Deployment Architecture: This section of the exam measures the skills of Platform Engineers and
focuses on deployment strategies for Vault. Candidates will learn about self- managed and HashiCorp-
managed cluster strategies, the role of storage backends, and the application of Shamir secret sharing in the
unsealing process. The section also covers disaster recovery and performance replication strategies to
ensure high availability and resilience in Vault deployments.

Topic 3

e Vault Policies: This section of the exam measures the skills of Cloud Security Architects and covers the

role of policies in Vault. Candidates will understand the importance of policies, including defining path-
_ based policies and capabilities that control access. The section explains how to configure and apply
Topic 4 policies using Vault’s CLI and U, ensuring the implementation of secure access controls that align with
organizational needs.

o Vault Tokens: This section of the exam measures the skills of TAM Administrators and covers the types
and lifecycle of Vault tokens. Candidates will learn to differentiate between service and batch tokens,
understand root tokens and their limited use cases, and explore token accessors for tracking authentication
sessions. The section also explains token time-to-live settings, orphaned tokens, and how to create tokens
based on operational requirements.

Topic 5

¢ Encryption as a Service: This section of the exam measures the skills of Cryptography Specialists and

focuses on Vault’s encryption capabilities. Candidates will learn how to encrypt and decrypt secrets using
Topic 6 the transit secrets engine, as well as perform encryption key rotation. These concepts ensure secure data
transmission and storage, protecting sensitive information from unauthorized access.

¢ Vault Architecture Fundamentals: This section of the exam measures the skills of Site Reliability Engineers
and provides an overview of Vault's core encryption and security mechanisms. It covers how Vault
encrypts data, the sealing and unsealing process, and configuring environment variables for managing Vault
deployments efficiently. Understanding these concepts is essential for maintaining a secure Vault
environment.

Topic 7
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NEW QUESTION # 197
You are using Vault's Transit secrets engine to encrypt your data. You want to reduce the amount of content encrypted with a single
key in case the key gets compromised. How would you do this?

A. Upgrade to Vault Enterprise and integrate with HSM
B. Use 4096-bit RSA key to encrypt the data

C. Periodically rotate the encryption key

D. Periodically re-key the Vault's unseal keys

Answer: C

Explanation:

The Transit secrets engine supports the rotation of encryption keys, which allows you to change the key that is used to encrypt new
data without affecting the ability to decrypt data that was already encrypted. This reduces the amount of content encrypted with a
single key in case the key gets compromised, and also helps you comply with the NIST guidelines for key rotation. You can rotate
the encryption key manually by invoking the /transit/keys/<name>/rotate endpoint, or you can configure the key to automatically
rotate based on a time interval or a number of encryption operations. When you rotate a key, Vault generates a new key version and
increments the key's latest version metadata. The new key version becomes the encryption key used for encrypting any new data.
The previous key versions are still available for decrypting the existing data, unless you specify a minimum decryption version to
archive the old key versions. You can also delete or disable old key versions if you want to revoke access to the data encrypted
with those versions. References:

https:/developer.hashicorp.com/vault/docs/secrets/transit1, hitps:/developer.hashicorp.com/vault/api-docs

/secret/transit2

NEW QUESTION # 198
Where does the Vault Agent store its cache?

A. In an unencrypted file

B. Ina file encrypted using the Vault transit secret engine
C. In memory

D. In the Vault key/value store

Answer: C

Explanation:

The Vault Agent stores its cache in memory, which means that it does not persist the cached tokens and secrets to disk or any other
storage backend. This makes the cache more secure and performant, as it avoids exposing the sensitive data to potential attackers
or unauthorized access. However, this also means that the cache is volatile and will be lost if the agent process is terminated or
restarted. To mitigate this, the agent can optionally use a persistent cache file to restore the tokens and leases froma previous agent
process. The persistent cache file is encrypted using a key derived from the agent's auto-auth token and a nonce, and 1t is stored in a
user-specified location on disk. References: Caching - Vault Agent | Vault | HashiCorp Developer, Vault Agent Persistent Caching |
Vault | HashiCorp Developer

NEW QUESTION # 199

After decrypting data using the Transit secrets engine, the plaintext output does not match the plaintext credit card number that you
encrypted. Which of'the following answers provides a solution?

$ vault write transit/decrypt/creditcard ciphertext="vault:vl:cZNHVx+sxdMEt......." Key: plaintext Value:
Y3JIZGIOLWNhemQtbnVtYmVyCg—

A. The data is corrupted. Execute the encryption command again using a different data key

B. The user doesn't have permission to decrypt the data, therefore Vault returns false data

C. Vault is sealed, therefore the data cannot be decrypted. Unseal Vault to properly decrypt the data

D. The resulting plaintext data is base64-encoded. To reveal the original plaintext, use the base64 --decode command

Answer: D

Explanation:
Comprehensive and Detailed in Depth Explanation:
* A:Sealing would prevent decryption, not return encoded data. Incorrect.



* B:Permission issues don't return encoded data. Incorrect.

* C:Transtt returns base64-encoded plamntext; decoding Y3JIZGIOLWNhemQtbnVtYmVyCg— yields
"credit-card-number". Correct.

* D:No evidence of corruption; it's a format issue. Incorrect.

Overall Explanation from Vault Docs:

"All plaintext data must be base64-encoded... Decode it to reveal the original value."
Referencehttps//developer.hashicorp.com/vault/docs/secrets/transit

NEW QUESTION # 200
When using Integrated Storage, which of the following should you do to recover from possible data loss?

A. Use audit logs

B. Use server logs

C. Failover to a standby node
D. Use snapshot

Answer: D

Explanation:

Integrated Storage is a Raft-based storage backend that allows Vauilt to store its data internally without relying on an external
storage system It also enables Vault to run in high availability mode with automatic leader election and failover. However, Integrated
Storage is not immume to data loss or corruption due to hardware failures, network partitions, or human errors. Therefore, it is
recommended to use the snapshot feature to backup and restore the Vault data periodically or on demand. A snapshot is a point-in-
time capture of the entire Vault data, including the encrypted secrets, the configuration, and the metadata. Snapshots can be taken
and restored using the vault operator raft snapshot command or the sys/storage/raft/snapshot API endpoint.

Snapshots are encrypted and can only be restored with a quorum of unseal keys or recovery keys. Snapshots are also portable and
can be used to migrate data between different Vault clusters or storage backends. References:
https’/developer.hashicorp.comyvault/docs/concepts/mtegrated-storage1,
https’//developer.hashicorp.comyvault/docs/commands/operator/raft/snapshot2, https//developer.hashicorp.
com/vault/api-docs/systenvstorage/raft/snapshot3

NEW QUESTION # 201
What command is used to extend the TTL of a token, if permitted?

A. vault capabilities <token-id>
B. vault token revoke <token-id>
C. vault token lookup <token-id>
D. vault token renew <token-id>

Answer: D

Explanation:

Comprehensive and Detailed in Depth Explanation:

To extend a token's TTL, the vault token renew command is used. The HashiCorp Vault documentation states: "In order to renew a
token, a user can issue a vault token renew command to extend the TTL. The token can also be renewed using the APL" It adds:
"The vault token renew command extends the Time To Live (TTL) of a token if the policy associated with the token permits
renewal." The docs detail: "Tokens have a TTL that determines their validity period. If renewable, the renewcommand can be used
before expiration to extend this duration, subject to any max TTL limits."A (revoke)invalidates tokens.B (capabilities)shows
permissions, not TTL.C (lookup)displays token nfo, not extends it. Thus, D is correct.

Reference:

HashiCorp Vault Documentation - Token Renew Command

NEW QUESTION # 202
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