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Fortinet FCP - FortiManager 7.4 Administrator Sample Questions (Q45-
Q50):

NEW QUESTION # 45

An admmnistrator, Trainer, who is assigned the Super User profile, is trying to approve a workflow session that was submitted by
another administrator, Student. However, Trainer is unable to approve the workflow session.

‘What can prevent an admin account that has Super User rights over the device from approving a workflow session?

A. Trainer does not have full rights over this ADOM.

B. Trainer must close Student's workflow session before approving the request.

C. Tramer nust first create their own workflow session to approve student session.
D. Trainer is not a part of workflow approval group.

Answer: D

Explanation:
An administrator must be part of an approval group, and have rights over the ADOM i which the session was created.

NEW QUESTION # 46
Exhibit.
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An admmistrator would like to create three ADOMs on FortiManager with different access levels based on departments. What two
conclusions can you draw from the design shown in the exhibit? (Choose two.)

A. The administrator must configure FortiManager in workspace normal mode.

B. The FortiManager administrator must set the ADOM device mode to Advanced

C. Policies and objects databases can be shared between the Financial and HR ADOMs.
D. An admmistrator with the super user profile can access all the VDOMs.

Answer: B,D

Explanation:

Based on the exhibit, the FortiManager administrator is setting up three ADOMs (Administrative Domains) that correspond to
different departments (Financial, HR, and IT). Each ADOM has specific FortiGate devices or VDOMs (Virtual Domains) assigned
to it, with different administrators managing the ADOMs.

Explanation of Options:

* A. The FortiManager administrator must set the ADOM device mode to Advanced.

* This istrue. In FortiManager, when there areVDOMSs(Virtual Domains) involved, you must set the ADOM toAdvanced modeto
manage VDOMs properly. The IT department ADOM includes different VDOMSs from FortiGate 4 (VDOM 2 and VDOM 3),
which means the ADOM mode must be inAdvancedto support managing VDOMs separately from other ADOMs.

* B. Policies and objects databases can be shared between the Financial and HR ADOMs.
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* This isfalse. By default, ADOMs are separate, and policies and objects cannot be shared between them unless they are specifically
designed to do so. The exhibit shows distinct ADOMs for each department, implying no direct sharing of policies and objects
between Financial and HR ADOM.

* C. An admmnistrator with the super user profile can access all the VDOMs.

* This istrue. A FortiManager administrator with thesuper userprofile hasfull accessto all ADOMs and VDOMs, regardless of how
access is restricted for individual administrators. In this case, an admin with the super user profile could access Financial, HR, and IT
ADOMs, including all the VDOMs from FortiGate 4.

* D. The administrator must configure FortiManager in workspace normal mode.

* This isfalse. There is no requirement mentioned in the exhibit or scenario that mandates using workspace normal mode.
Workspace mode is more related to how configuration changes are managed (locking, editing, etc.), but it doesn't affect the creation
or access control of ADOMs.

Conclusion:

* Ais correct because Advanced modeis necessary for managing VDOMSs within ADOMs.

* Cis correct because asuper usercan access all VDOMs and ADOMs without restrictions.

NEW QUESTION # 47
Refer to the exhibit.

FortiManager CLI output

FortiManager # execute top
top - 13:08:23 up 1 day, 1:01, 0 users, load average: 2. .19, 3.34

Tasks: 188 total, 2 running, 186 sleeping, 0 stopped, 0 zombie

$Cpu(s): 15.4 us, Tl SYs 0.0 ni, 76.9 id, 0.0 wa, 0.0 hi, 0.0 =i, 0.0 st
MiB Mem : 7955.5 total, 2235.6 free, 2895.6 used, 28241 buff/cache

MiB Swap: 2048.0 total, 2048.0 free, 0.0 used. 4011.0 avail Mem

PID USER PR NI VIRT RES
1163 root 20 lawem 2.1m
root 20 602.2m" 14.5m
root 20 0.0m 0.0m
root 20 303.2m . Om
root 20 288.2m . 3m
root 20 383.7m .0Om
root 20 84.0m 3.6ém
root 20 63.9m .1lm
root 20 63.5m . 6m
root 20 ©.3m .5m
root 20 996.4m . 6m
root 20 996.4m_120.6m

What percent of the available RAM is being used by the process in charge of downloading the web and email filter databases from
the public FortiGuard servers?
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Answer: A

Explanation:

In the exhibit, the FortiManager CLI output displays the results of thetopcommand, which shows system processes, CPU usage, and
memory (RAM) usage. We are specifically looking for the process responsible for downloading theweb and email filtter
databasesfiom the public FortiGuard servers. This process is typically handled by thefgdlinkdprocess.

Key information from the output:

* Thefgdlinkdprocess is listed with aPID of 1463.

* The%MEMcolunmn shows that this process is using2.9%of the available RAM.



Evaluation of Options:

* A. 2.9: This iscorrect. Thefgdlinkdprocess, which handles the web and emnail filter database downloads, is using2.9%0f the
available memory, as indicated in the%oMEMcolumn.

* B. 3.1: This is incorrect. The3.1%memory usage belongs to thefwmsvrdprocess, not the fgdlinkd process.

* C. 1.5: This is incorrect. Thel.5%memory usage belongs to thefclinkdprocess, not the fgdlinkd process.

*D. 4.1: This is incorrect. The4.1%memory usage belongs to thefgdsvrprocess, not the fgdlinkd process.

NEW QUESTION # 48
‘When using the FortiManager JSON API, what is the purpose of the session ID received after successful authentication?

A. Tt is used to identify the FortiManager metadata on the client.

B. It contains information about the HTTP request method used.

C. It serves as an authentication token for subsequent API requests.

D. It includes a hash to check the mntegrity of the JSON response sent by FortiManager.

Answer: C

NEW QUESTION # 49
Refer to the exhibit.
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Given the configuration shown in the exhibit, which two conclusions can you draw from the installation targets in the Install On
column? (Choose two.)

e A Policy seq.# 3 will be skipped because no installation targets are specified.

¢ B. Policy seq.S will be installed on all managed devices and VDOMs that are listed under Installation Targets

¢ C. Policy seq.# 2 will not be installed on the Local-FortiGate root VDOM because there is no root VDOM in the Installation
Target

¢ D. Policy seq.# 1 will be installed on the ISFW device root{NAT] and Student{NAT] VDOMs only.

Answer: B,.D

Explanation:

* Option A: Policy seq.S will be installed on all managed devices and VDOMs that are listed under Installation Targets. This is
correct. The "Install On" column indicates that the policy is targeted for nstallation on all listed managed devices and VDOMSs under
Installation Targets.

* Option D: Policy seq.# 1 will be installed on the ISFW device root{NAT] and StudentfNAT] VDOMSs only. This is correct. Policy
sequence #1 specifies that it will be installed only on the ISFW device and the VDOMS 'root[NAT]' and 'Student{NAT]' as
indicated by the "Install On" column.

Explanation of Incorrect Options:

* Option B: Policy seq.# 3 will be skipped because no installation targets are specifiedis incorrect because it is clearly listed under
"Installation Targets," which means it will be installed according to the specified configuration.

* Option C: Policy seq.# 2 will not be installed on the Local-FortiGate root VDOM because there is no root VDOM in the
Installation Targetis incorrect as the exhibit does not show any specific exclusion for seq.# 2 on the Local-FortiGate root VDOM.
FortiManager References:

* Refer to the FortiManager Administration Guide sections on "Policy Packages" and "Policy Installation Targets" for more details.
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