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¢ Methodology updates and enhancements: This section of the exam measures skills of Information Security

Managers and explains the importance of staying current with updates to the HITRUST methodology. It
FRE1 ensures that candidates are prepared to apply new enhancements and align their assessment practices with
evolving standards.

¢ Considerations for scoping an assessment: This section of the exam measures skills of Information Security
Managers and explains how to properly define the scope of an assessment. Candidates learn how

FE2 organizational size, systers, and regulatory requirements affect the scoping process, ensuring the

assessiment is accurate and relevant to business needs.

¢ Introduction to the HITRUST Framework (HITRUST CSF) and assessiment types: This section of the
exam measures skills of Compliance Analysts and covers the findamentals of the HITRUST CSF, its role

FRE3 as a certifiable framework, and the different assessment types that organizations may use. It ensures that

candidates understand how the framework standardizes compliance and risk management processes.

e HITRUST quality assurance expectations: This section of the exam measures skills of Compliance Analysts
and covers the quality standards required by HITRUST. It highlights expectations for accuracy,

FrE4 consistency, and documentation to ensure assessments meet HITRUST’s assurance and reliability

standards.

¢ Understanding assessor roles and responsibilities: This section of the exam measures skills of Information

Security Managers and clarifies the responsibilities of assessors during the HITRUST certification process.
F*EES It emphasizes the importance of independence, objectivity, and professional conduct when evaluating
compliance.
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What type of deficiency would be identified in the following Requirement Statement scoring scenario?
* Policy = 50%

* Process = 50%

* Implemented = 75%

* Measured = 0%

* Managed = 0%

A. No deficiency

B. Not enough information to determine
C. Gap

D. Required CAP

ZX: D

i RE B -

In HITRUST scoring, deficiencies are identified when maturity levels fall below required thresholds for certification. In this case, the
Policy, Procedure, and Implementation levels are not fully compliant, with scores of 50%, 50%, and 75% respectively. For
certification-critical controls, HITRUST requires 100% Implementation, supported by adequate Policy and Procedure. Since the
Implementation score is not at 100% and supporting maturity levels are below full compliance, this results in aRequired Corrective
Action Plan (CAP). The CAP ensures the organization addresses deficiencies through remediation. Unlike optional CAPs, which
may apply to non-critical requirerents, required CAPs must be documented and remediated to achieve certification. Thus, the
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correct classification of this scoring outcomme is aRequired CAP.
References:HITRUST Scoring Rubric - "Deficiency Types and CAP Triggers"; CCSFP Study Guide -
"Scoring Outcomes and CAP Requirements."

R 78 #55

To performa rapid assessment, the assessment and/or insights report must each contain more than 60 requirements.

o A True
e B. False

EX: B

it BB -

HITRUST offersRapid Assessmentsas a lightweight reporting option for organizations and their relying parties. These assessments
provide high-level visibility without requiring large numbers of requirements. In fact, a Rapid Assessment may containfewer than 60
requirement statementsdepending on scoping and factors selected. There is no requirement that an assessment or insights report
exceed 60 requirements to qualify as a rapid assessment. Instead, the determination is based on the selected assessment type (el, il,
or targeted factors) and whether the output is requested in "rapid" format. This flexibility allows small organizations or specific use
cases to leverage HITRUST without unnecessary burden.

References HITRUST Assurance Program - "Rapid Assessment Options'; CCSFP Practitioner Guide -

"When Rapid Assessments Are Used."
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Select the four general risk factor categories used when scoping 12 assessments.

A. Compliance
B. Organizational
C. Privacy

D. Technical

E. General

F. Operational

Z%: ABDF

SR

When performing scoping for an 12 assessment, HITRUST requires consideration oftisk factorsthat tailor requirement statements.
Four categories are applied:Technical, Organizational, Compliance, and Operational.

* Technical Risk Factorsconsider measurable characteristics such as number of users, systens, or transactions, which directly
influence the size and complexity of the control environment.

* Organizational Risk Factorsaddress the type of business, industry sector, and whether the entity is a covered entity or business
associate.

* Compliance Risk Factorsincorporate regulatory drivers (e.g., HIPAA, PCI DSS, state laws) that generate additional requirement
statements.

* Operational Risk Factorsconsider how data is used, stored, and transmitted, including exposure points like internet-facing systemns.
"General" and "Privacy" are not categories formally recognized in the HITRUST methodology. Privacy obligations are accounted for
under compliance drivers such as HIPAA, GDPR, or state laws. These categories ensure that control requirements are right-sized to
the entity's unique environment, reducing both over-scoping and under-scoping,

References HITRUST CSF Assessment Methodology - "Risk Factor Categories"; CCSFP Study Guide -

"Scoping Risk Factors inr2 Assessments."

i RE #57
HITRUST offers certifications for the following: (Select all that apply) [0017]

A. NIST Cybersecurity Framework
B. NIST 800-53

C. HITRUST CSF

D. ISO 27001



* E PCI-DSS
ER: C

f R A«

HITRUST issues certifications only for the HITRUST CSF (e.g,, el, il, 12 certifications and designated privacy/Al certifications as
defined by the program). While the CSF maps to and harmonizes with other frameworks and regulations (e.g., NIST SP 800-53,
ISO/IEC 27001/27002, PCI-DSS), HITRUST does not issue certifications for those external standards.

"HITRUST provides certification against the HITRUST CSF. External standards and regulations are integrated as authoritative
sources and mappings but are not certified by HITRUST." [CCSFP Program Overview - Certifications & Mappings, 0017]

R 8 #58
When are HITRUST Assurance Advisories (HAA) posted? [0167]

A. Quarterly

B. Monthly

C. There is no formal schedule for issuing Assurance Advisories
D. Annually

ZR: C

i RE B -

HITRUST Assurance Advisories (HAAs) are issued when necessary to communicate important updates, clarifications, or changes
impacting the CSF Assurance Program. These advisories are not bound to a fixed schedule (monthly, quarterly, or annually), but
rather published as needed.

Extract Reference (HITRUST CSF Assurance Program, CCSFP Content [0167]):

There is no formal schedule for issuing HITRUST Assurance Advisories; they are published on an as-needed basis to communicate
relevant updates.

Correct response: There is no formal schedule.
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