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CCSK Certificate of Cloud Security
Knowledge - Practice Questions

Which of the following best deseribes the relationship between identities and
attributes?

A Attributes belong to entitles and Identities belong to attributes. Exch attribute can have
multipbe identities but only ane entity.

B. An attribute b a unigue object within a database. Each attribute has a number of
Edentities which halp define its parameters.

€. An identity is a distinet and unlque object within a particular namespace. Attributes are
properiies that belong to an identity. Each identity can have mudtiple attributes,

D Artribistes are made unique by thelr identitieds.

E. [dentites are the network names given to servers, Attributes are the characteristics of
sath server,

Carrect Answer;

Which govarnance domaln focuies on proper and adequata Incidant detection,
response, netification, and remediation?
A Data Security and Encryption

B. Information Governance
C. Incldent Response, Notifieation and Remediation
D, Compllance and Audit Management
E. Infrastructure Security
Carrect Ansiwer £
Hew should an SDLC be medified to address application security in a Cloud

Computing emdronmaent?
A Integrated development environments

B. Updated threat and trust medels

C. No modification is needed
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B #274

APIs and web services require extensive hardening and must assume attacks from authenticated and unauthenticated adversaries.

o A True
e B. False

EfE: A

B #275

ENISA: Which is not one of the five key legal issues common across all scenarios:

A. Professional negligence

B. Data protection

C. Outsourcing services and changes in control
D. Globalization

E. Intellectual property

IEf#: D

R #276
In which service model. does cloud security provider has least responsibility?

e A. PaaS
e B. SaaS
e C. XaaS
e D. laaS

IEf#: D

-
In TaaS service model. CSP is responsible only for the physical infrastructure.

R #277
What is an essential security characteristic required when using multi-tenanttechnologies?

¢ A Limited resource allocation

e B. Segmented and segregated customer environments
e C. Resource pooling

e D. Abstraction and automation

IEf#: B

A -
In multi-tenant technologies, the findamental security requirement issegmented and segregated customer environments. Multi-
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tenancy means that multiple customers (tenants) share the same physical or virtual infrastructure while maintaining logical separation
to prevent data leakage and unauthorized access between tenants.

To ensure security and compliance in multi-tenant environments, providers implement:

Network segmentation (VLANS, Virtual Private Clouds)

Isolation mechanisis (such as virtual firewalls and access control lists) Data isolation through encryption and access controls
Hypervisor-based isolation in virtualized environments The goal is to create stronglogical isolationbetween tenants to mitigate risks
likedata leakage, guest-hopping attacks, and unauthorized access.

Why Other Options Are Incorrect:

B . Limited resource allocation:While resource limits may help performance management, they do not inherently ensure security in
multi-tenant settings.

C . Resource pooling'Though fundamental to cloud computing, it does not address the isolation needed for secure multi-tenancy.
D . Abstraction and automation:These are key elements in cloud computing but do not directly address multi-tenant security.
Reference:

CSA Security Guidance v4.0, Domain 7: Infrastructure Security

Cloud Computing Security Risk Assessment (ENISA) - Isolation Failure

Cloud Controls Matrix (CCM) v3.0.1 - Infrastructure and Virtualization Security Domain

M #278
Containers are highly portable code execution environments.

o A True
e B. False

Ef: A

B #279
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