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B #37

During a CMMC assessiment, as the Lead Assessor, you realize that the OSC relies on a Managed Service Provider (MSP) to
oversee sone of their IT infrastructure, including a cloud-based storage solution.

Employees access the cloud storage remotely through a web browser. The OSC has a Service Level Agreement (SLA) with the
MSP outlining security protocols. However, you have limited access to the internal configuration and security controls of the MSP's
cloud environment. What challenges might you encounter when assessing the OSC's compliance with CMMC's external connection
controls?

A. The use of a web browser for remote access elimnates the need to evaluate external connection security

B. Verifying the effectiveness of the OSC's employee training programs may be difficult

C. CMMC focuses only on the security of the OSC's on-premises network, not that of external cloud services

D. Limited visibility of the MSP's cloud environment could hinder assessment of how the OSC manages secure external
connections to their cloud storage (AC.L1-3.1.20). The SLA might not provide sufficient detail about the specific controls
implemented

IEf#: D
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Comprehensive and Detailed in Depth Explanation:

AC.L1-3.1.20 requires secure external connections, per NIST SP 800-171. Limited visibility into the MSP's cloud controls (Option
B) hinders verifying compliance, as the SLA may lack specific control details, per CAP. Option A is false-web access requires
evaluation. Option C misstates CMMC's scope, which includes cloud services. Option D (training) is unrelated. Option B is
thecorrect answer.

Reference Extract:

* CMMC Assessmment Process (CAP) v1.0, Section 4.3:"Limited MSP visibility challenges external connection
assessmments."Resources:https:/cyberab.org/Portals/0/Documents/Process- Documents
/CMMC-Assessment-Process-CAP-v1.0.pdf
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An OSC is planning a CMMC Level 2 assessment that your C3PAO will conduct. In Phase 1.6.1 - Access and Verify Evidence, as
the Lead Assessor, you are verifying the existence and accessibility of the evidence provided by the OSC. While reviewing the list of
evidence mapped against the CMMC practices, you discover that the OSC cannot locate several critical system security policies for
key IT systens supporting their DoD contracts. These missing policies are essential for demonstrating compliance with various
CMMC practices related to access control, incident response, and system maintenance. What is the primary role of the CMMC
Quality Assurance Professional (CQAP) regarding the Pre- Assessment Form?

¢ A. To configure access controls within the CMMC eMASS system.

¢ B. To verify the accuracy and completeness of the information before uploading to CMMC eMASS.
e C. To assign roles and responsibilities for each Assessment Team memnber.

¢ D. To schedule CMMC eMASS training sessions for C3PAQO representatives.

IEf#: B
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Comprehensive and Detailed in Depth Explanation:

The CQAP's primary role in Phase 1 is to ensure Pre- Assessment Form accuracy before eMASS upload (Option A). Options B,
C, and D are not CQAP duties.

Extract from Official Document (CAP v1.0):

* Section 1.6 - Prepare for Assessment (pg. 18):"The CQAP verifies the accuracy andcompleteness of the Pre- Assessiment Form
data before uploading to CMMC eMASS." References:

CMMC Assessment Process (CAP) v1.0, Section 1.6.

B #39
The Assessment Kickoff meeting is one of the most important sessions of any CMMC Assessiment engagement. All the following are
participants i this meeting, EXCEPT?

A. The Lead Assessor.

B. Members ofthe OSC that will be providing evidence.
C. The OSC PoC.

D. The CMMC Quality Assurance Professional (CQAP).

IEf#: D
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Comprehensive and Detailed in Depth Explanation:

The CAP lists the Kickoff Meeting participants as the Lead Assessor, OSC evidence providers, and OSC PoC, but not the CQAP,
whose role is post-assessiment QA, not initial planning, Option D is the exception.

Extract from Official Document (CAP v1.0):

* Section 1.6 - Prepare for Assessment (pg. 18):"The Assessment Kickoff Meeting includes the Lead Assessor, OSC personnel
providing evidence, and the OSC PoC." References:

CMMC Assessment Process (CAP) v1.0, Section 1.6.
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You are assessing Conedge Ltd, a contractor that develops cryptographic algorithms for classified government networks. In
reviewing their network architecture documents, you see they have implemented role-based access controls on their workstations
using Active Directory group policies. Software developers are assigned to the "Dev_Roles" group which grants access to compile
and test code modules. The "Admin_Roles" group with elevated privileges for system administration activities is restricted to the IT
staff. However, when you examine the event logs on a developer workstation, you find evidence that a developer was able to enable
debugging permissions to access protected kernel memory - a privileged function. Which of'the following controls could have
prevented the developer from executing this privileged fimction?

A. Prohibiting inheritance of privileged permissions
B. Enforcing dual authorization

C. Implementing time of day restrictions

D. Removing internet access

EfE: A
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Comprehensive and Detailed In-Depth Explanation:

AC.12-3.1.7 - Privileged Functions requires "preventing non-privileged users from executing privileged functions." The developer's
access to kernel memory suggests inherited or misconfigured permissions.

Prohibiting inheritance (B) ensures Dev_Roles don't gain Admin_Roles privileges, enforcing least privilege.

Internet removal (A), dual authorization (C), and time restrictions (D) don't directly address role-based privilege creep, per the
CMMC guide.

Extract from Official CMMC Documentation:

* CMMC Assessment Guide Level 2 (v2.0), AC.L2-3.1.7: "Prevent privilege inheritance in role-based controls."

* NIST SP 800-171A, 3.1.7: "Examine RBAC configs for privilege separation." Resources:

* httpsz/dodcio.defense.gov/Portals/0/Documents/CMMC/AG_Level2 MasterV2.

0 FINAL 202112016 _508.pdf
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As a CCA, you are part of a team conducting a CMMC assessment of an OSC. The OSC provides you with evidence of the
implementation of CMMC practices, including a proprietary compression algorithm While chatting and drinking with your buddies
at a bar, you observe another CCA who is also part of your team demonstrating how to use the compression algorithm. This CCA
happens to be the Tech Lead of a renowned IT company. What guiding principle of the CMMC Code of Professional Conduct has
the other CCA violated?

A. Information Integrity

B. Confidentiality

C. Proper Use of Methods
D. Availability

Ef#: B
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Comprehensive and Detailed in Depth Explanation:

The CMMC Code of Professional Conduct (CoPC) mandates that CCAs maintain confidentiality of all customer data, including
proprietary information like the OSC's compression algorithm, encountered during an assessment. Demonstrating this algorithm in a
public setting, such as a bar, breaches this principle by disclosing sensitive OSC information without authorization. Option B
(Information Integrity) relates to altering evidence, not disclosure. Option C (Availability) is not a CoPC principle. Option D (Proper
Use of Methods) pertains to assessment techniques, not confidentiality. Option A is the clear violation here.

Extract from Official Document (CoPC):

* Paragraph 2.3 - Confidentiality (pg. 5):"When participating in a CMMC assessiment, credentialed members of the Cyber AB
should maintain confidentiality not only of government data but also of customer data."

* Paragraph 3.2(1) - Confidentiality Practices (pg. 6):"Protect confidential customer data from unauthorized disclosure unless
permitted in writing by the Cyber AB or required by a legal obligation." References:

CMMC Code of Professional Conduct, Paragraphs 2.3 and 3.2(1).
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