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NEW QUESTION # 22
You are deploying a highly sensitive application to a Kubernetes cluster. You need to configure CoreDNS to enforce strict access
control and ensure that only authorized clients can perform DNS lookups.

Answer:

Explanation:

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Enable DNSSEC Validation:

- Configure CoreDNS to validate DNSSEC signatures to ensure that DNS responses are not tampered with.

.53 {

errors

health
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# Enable DNSSEC validation

dnssec

kubernetes cluster.local in-addr.arpa ip6.arpa {
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forward ~. 192.168.1.10 {
max_tcp_size 4096
max_udp_size 4896

}

cache 30

reload 1@s

2. Use Network Policies: - Implement network policies to restrict access to the CoreDNS service. Only authorized pods should be
allowed to send DNS queries to CoreDNS.

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: coredns-access-control
namespace: kube-system
spec:
podSelector:
matchLabels:
k8s-app: coredns
ingress: 1 LINUX
< from:
- podSelector:
matchlLabels:
app: authorized-app

3. Use RBAC for Access Control: - Implement Role-Based Access Control (RBAC) to restrict access to CoreDNS resources.
Only authorized users or service accounts should be able to modify the CoreDNS configuration or access its logs.



apiVersion: rbac.authorization.k8s:io/v1l
kind: Role
metadata:

name: coredns-viewer

namespace: kube-system 'j L&
rules: g Ll NUX‘

- apiGroups: ["extensions"]
resources: ["ingrésses"]
verbs: ["get", "list", "watch"]

4. Use Secure DNS: - Enable DNS over TLS (DOT) or DNS over HTTPS (DOH) to secure communication between pods and
CoreDNS. This will prevent eavesdropping and data tampering.

NEW QUESTION # 23
You have a Deployment running a complex application that requires significant resource allocation. How can you optimize the
Deployment to use resources efficiently and avoid resource contention with other deployments?

Answer:

Explanation:

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Define Resource Requests and Limits:

- Set 'requests’ and 'limits' for CPU and memory for the containers in the Deployment.

- This helps in specifying the minimum resources required by the pods and the maximum resources that they can consume.



apilversion: apps/vi
kind: Deployment
metadata:
name: my-deployment
spec:
replicas: 5 -
template: kjw Qi,,gg
metadata: : '
labels:
app: my-app
spec:
containers:
- name: my-app
image: my-image-repository/my-app:latest
resources:
neéquests:
cpu: 100m
memory: 100Mi
limits:
cpu: 200m
memory: 200Mi

mdbh e deacaTlaiimmmnmds cmmmla mcim- a -

2. Optimize Contalner Images: - Use smaller and more efficient container images to reduce the resource footprint of the pods. 3.
Use Resource Quotas: - Apply resource quotas at the namespace level to control the resource consumption of the pods within a
namespace. 4. Consider Pod Disruption Budgets (PDB): - Implement PDBs to control the maximum number of pods that can be
unavailable during a rolling update or pod deletion. - This ensures that the application remains available during resource-intensive
events. 5. Utilize Node Affinity and Tolerations: - Configure node affinity and tolerations to schedule pods on specific nodes that
have the required resources. 6. Monitor Resource Utilization: - Regularly monitor the resource utilization of the cluster and the pods.
- Use tools like 'kubectl top pods', 'kubectl top nodes', and 'kubectl describe nodes' to gather resource - Adjust resource requests
and limits accordingly based on the monitoring data. 7. Consider Vertical Pod Autoscaler (VPA): - Utilize VPA to automatically
adjust the resource requests and limits of pods based on their actual resource consumption. 8. Optimize Application Code: - Identify
and optimize resource-intensive parts of the application code to reduce resource consumption. - Use profiling tools to identify areas
for improvement. 9. Implement Resource Optimization Techniques: - Utilize techniques such as caching, lazy loading, and efficient
data structures to reduce resource usage within the application. 10. Explore Resource Sharing Techniques: - If possible, explore
resource sharing techniques such as using shared volumes or databases to reduce overall resource consumption.,
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NEW QUESTION # 24
Check the history of the specific revision of that deployment

Answer:

Explanation:
kubectl rollout history deploy webapp --revision=3

NEW QUESTION # 25
View certificate details in /etc/kubernetes/pki

Answer:

Explanation:
// Verity Public Key / Certificate file Openssl x509 -in certificate.crt -noout -text / Verify Private Key Openssl rsa -in "private-key"
-check // Verify CSR Openssl req -text -noout -verify



NEW QUESTION # 26
Score: 5%

Set configuration context:

kube
] L-'tﬁu'f"‘uc“":ga‘ig use-context k
8s
Task
Monitor the logs of pod bar and:

* Extract log lines corresponding to error file-not-found
* Write themto /opt/KUTR00101/bar

Answer:

Explanation:
Solution:
kubectl logs bar | grep 'unable-to-access-website' > /opt/KUTR00101/bar cat /opt/KUTR00101/bar

NEW QUESTION # 27
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