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‘Which of the following controls will MOST effectively detect inconsistent records resulting from the lack of referential integrity in a
database management system?

A. Performance monitoring tools
B. Incremental data backups

C. Concurrent access controls
D. Periodic table link checks
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‘Which of'the following should be done FIRST when a computer is compromised?

A. Run anti-malware software.

B. Copy the contents of the hard drive.
C. Disconnect the power source.

D. Disconnect it from the network.
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An IS auditor is reviewing the security of a web-based customer relationship management (CRM) system that is directly accessed
by customers via the Internet, Which of the following should be a concern for the auditor?

A. The systemis hosted within a demilitarized zone (DMZ) of a corporate network.
B. The system is hosted on an external third-party service provider's servers.

C. The system s hosted within an internal segment of a corporate network.

D. The systemis hosted in a hybrid-cloud platform managed by a service provider.
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A web-based CRM system that is directly accessed by customers via the Internet should be hosted in a secure and isolated
environment to protect it from external threats and unauthorized access. A web-based CRM system should also be reliable, trusted,
and backed up regularlyl.

Hosting the system on an external third-party service provider's servers (A) or a hybrid-cloud platform managed by a service
provider (B) may not be a concern for the auditor if the service provider has adequate security measures and service level
agreements in place. The auditor should verify the security controls and contractual terms of the service provider before trusting them
with the CRM data23.

Hosting the system within a demilitarized zone (DMZ) of a corporate network is a common practice to provide an extra layer of
security to the CRM system from untrusted networks, such as the Internet. A DMZ is a perimeter network that isolates the CRM
system from the internal network and filters the incoming traffic from the external network using a security gateway4567.

Hosting the system within an internal segment of a corporate network (D) is a concern for the auditor because it exposes the CRM
system and the nternal network to potential attacks from the Internet. The CRM system should not be directly accessible from the
Internet without a DMZ or a firewall to protect it. This could compromise the confidentiality, mtegrity, and availability of the CRM
data and the internal network78.
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Which of the following observations should be of GREATEST concern to an IS auditor performing an audit of change and release
management controls for a new complex system developed by a small in-house IT team?

A. Somre user acceptance testing (IJAT) was completed by members of the IT team.

B. Post-implementation testing is not conducted for all system releases.

C. Access to change testing strategy and results is not restricted to staff outside the IT team.
D. IT administrators have access to the production and development environment
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Post-implementation testing is the process of verifying and validating the functionality, performance, and security of a system after it
has been deployed to the production environment1. Post-implementation testing is important for ensuring that the system meets the
user requirements and expectations, as well as the operational and business objectives. Post-implementation testing also helps to
identify and resolve any defects, errors, or issues that may have occurred during the deployment process or that may have been
missed during the previous testing stages?.

Therefore, the observation that post-implementation testing is not conducted for all system releases should be of greatest concern to
an IS auditor performing an audit of change and release management controls for a new complex system developed by a small in-
house IT team. This observation indicates that the system may have quality, reliability, or security problems that could affect the user
satisfaction, system performance, or data integrity. This observation also suggests that the change and release management controls
are not adequate or effective, as they do not ensure that all system releases are properly tested and validated before and after
deployment.

Option A is not correct because access to change testing strategy and results is not restricted to staff outside the IT teamis not a
major concern for an IS auditor. While it is good practice to limit access to sensitive or confidential information, such as test data or
test cases, to authorized personnel only, access to change testing strategy and results may not pose a significant risk to the system or
the organization. Moreover, access to change testing strategy and results may be beneficial for some stakeholders outside the IT
team, such as business users, project managers, or auditors, who may need to review or evaluate the testing process or outcomnes.
Option B is not correct because some user acceptance testing (UAT) was completed by members of the IT team is not a major
concern for an IS auditor. User acceptance testing is the process of verifying and validating that the system meets the user
requirements and expectations by involving actual or representative users in the testing process3. While it is preferable to have
independent and unbiased users perform UAT, it may not be feasible or practical for some organizations, especially those with small
or limited resources.

Therefore, some UAT may be completed by members of the IT team, as long as they have sufficient knowledge and experience of
the user needs and expectations, and as long as they follow the UAT plan and criteria.

Option C is not correct because IT administrators have access to the production and development environment is not a major
concern for an IS auditor. IT admmnistrators are responsible for managing and maintaining the IT infrastructure, including the
production and development environments4. Therefore, it is reasonable and necessary for them to have access to both
environients, as long as they follow the appropriate policies and procedures for accessing, using, and securing them Moreover, IT
administrators may need to perform tasks such as backup, restore, patching, or troubleshooting in both environments.
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Which type of device sits on the perimeter of a corporate or home network, where it obtains a public IP address and then generates
private IP addresses internally?

A. Gateway

B. Intrusion prevention system (IPS)
C. Router

D. Switch
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