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H R #303
You have an Azure subscription that contains the resources shown in the following table.

Type Configuration
Asiine SOl Dilibass Hyperscale serwcg tier
No secondary replicas
App1 has read-only access to DB1.
There are multiple instances of App1.

Azure Web Apps

Youneed to create a read-only replica of DB1 and configure the App1 instances to use the replica.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

To add read-only replicas of DB1: ] v
Create a replica on the same logical server.

Create a new logical server and configure geo-replication.

Create a new logical server and configure an auto-failover group.

To configure App1 instances to access A 4
the read-only replica: Add an Applicationintent entry to the connection string.

Add a MultiSubnetFailover entry to melmm @bg 8 ft
Create a dedicated endpoint and con ¢ ctl on string to point to the endpoint.

Ef#:
R

Answer Area

To add read-only replicas of DB1: 2 | v
repli n thi 1 I
Create a new logical server and configure geo-replication.

Create a new logical server and configure an auto-failover group.

To configure App1 instances to access | v
the read-only replica: . [Addan Applicationintent entry to the connection string. |
| M mﬁ%\er entry to the App1 connection string.
I C el t point and configure the App1 connection string to point to the endpoint.

Reference:
https/sqlserverguides.com/read-only-replica-azure-sql/

R #304

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains a user named user1(@contoso.com and
an Azure SQL managed instance named SQLMI1.

You need to ensure that user]@contoso.com can create logins in SQLMI1 that map to Azure AD service principals.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

EFf#:

R e«
Actions Answer Area
_________________ ]
l Run CREATE LOGIN userl@contoso.com FROM | l- ----------------- |
| EXTERNAL PROVIDER On the master database.  _ | | | Grant SQLMI1 read access to Azure AD.

P —— —_— —_—_—_—_— ..oy,

| Run ALTER SERVER ROLE securityadmin ADD

|| MEMBER userl@contoso.com
“““““““““““““““““““ @ RUNCREATE LOGIN userl@contoso.com FROM I@
I_(T:r;alvz:a;nan_ag:d ;en_my-for-S-‘.'.;_MTl ______ @ EXTERNAL PROVIDER on the master database. @
I —————————————————
_________________ b i i B
[ e B B M S L S = = | | Run ALTER SERVER ROLE securityadmin ADD |
I Grant SQLMI read access to Azure AD. | | | MEMBER userl@contosc.com.

o R AL S ST

Explanation:
Reference:
httpsz/docs.microsoft.conven-us/azure/azure-sql/managed-instance/aad-security-configure- tutorial
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You need to provide an implementation plan to configure data retention for ResearchDBI. The solution must meet the security and
compliance requirements.

‘What should you include in the plan?

¢ A. Configure the Advanced Data Security settings for ResearchDBL
¢ B. Deploy and configure an Azure Backup server.

e C. Configure the Deleted databases settings for ResearchSrvOL

¢ D. Configure the Manage Backups settings for ResearchSrvOL

IEf@: D
fREH
Reference:

https:/docs.microsoft.com/en-us/azure/azure-sql/database/long-term-backup-retention-configure This is a case study. Case studies
are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be
additional case studies and sections on this exam You must manage your time to ensure that you are able to complete all questions
included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case
studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next section of the exam. After you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the
case study before you answer the questions. Clicking these buttons displays information such as business requirements, existing
environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to
the mformation displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to
the question.

Overview

EH #306

You have an Azure SQL database that contains a table named Employees. Employees contains a column named Salary.

You need to encrypt the Salary column. The solution must prevent database administrators from reading the data in the Salary
column and must provide the most secure encryption.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Efi#:

R e«

Explanation:

Step 1: Create a column master key

Create a column master key metadata entry before you create a column encryption key metadata entry in the database and before
any colunn in the database can be encrypted using Always Encrypted.

Step 2: Create a column encryption key.

Step 3: Encrypt the Salary column by using the randomized encryption type.

Randomized encryption uses a method that encrypts data in a less predictable manner. Randomized encryption is more secure, but
prevents searching, grouping, indexing, and joining on encrypted columns.

Note: A colunn encryption key metadata object contains one or two encrypted values of a colunmn encryption key that is used to
encrypt data in a column. Each value is encrypted using a colunn master key.

Incorrect Answers:

Deterministic encryption.

Deterministic encryption always generates the same encrypted value for any given plain text value. Using deterministic encryption
allows point lookups, equality joins, grouping and indexing on encrypted columns. However, it may also allow unauthorized users to
guess information about encrypted values by examining patterns in the encrypted column, especially if there's a small set of possible
encrypted values, such as True/False, or North/South/East/West region.

Reference:

https’//docs.microsoft.comyen-us/sql/relational-databases/security/encryption/always-encrypted-database-engine



HA #307

You need to recommend the appropriate purchasing model and deployment option for the 30 new databases. The solution must
meet the technical requirements and the business requirements.

‘What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Ef#:
RN -

Reference:
https:/docs.microsoft.com/en-us/azure/azure-sql/database/elastic-pool-overview
https://docs.microsoft.com/en-us/azure/azure-sql/database/reserved-capacity-overview
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