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EHE #56
‘What blades have to be enabled on the Management Server for the Endpoint Security Management Server to operate?

A. Logging & Status, SmartEvent Server, and SmartEvent Correlation unit must be enabled
B. You can enable all gateway-related blades

C. The SmartEndpoimnt super Node on the Management

D. The admunistrator has to enable Compliance and Network Policy Management

He. D

MY

For the Endpoint Security Management Server to operate, theComplianceandNetwork Policy Management blades must be enabled.
This is indicated in theCP_R81.20_ Harmony Endpoint Server AdminGuide.pdfon page 23 under "Endpoint Security
Architecture," where it describes the Management Server as hosting

"Endpoint Security policy management and databases," which includes policy enforcement and compliance checking, Page 377
further details the "Compliance" section, stating, "Configuring Compliance Policy Rules" is essential for ensuring endpoint security
alignment, while Network Policy Management relates to defining security policies (page 166). These blades are findamental to the
server's core flnctionality of managing endpoint policies and ensuring compliance.

Option A ("all gateway-related blades") is ncorrect, as gateway blades (e.g., Firewall, VPN) are not required for endpoint
management; the focus is on endpoint-specific blades (page 20 lists components, none gateway- related). Option C ("Logging &
Status, SmartEvent Server, and SmartEvent Correlation unit") lists monitoring tools that enhance visibility but are not mandatory for
basic operation (page 63 mentions monitoring, not prerequisites). Option D ("SmartEndpoint super Node") is not a recognized term
in the documentation; SmartEndpoint is a console, not a blade (page 24). Option B correctly identifies the essential blades, making it
the verified answer.

References:

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 23: Endpoint Security Architecture (describes policy management
and databases).

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 377: Compliance (details Compliance blade functionality).
CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 166: Defining Endpoint Security Policies (relates to Network
Policy Management).

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 20: Endpoint Security Client (lists components, none gateway-
related).

HEE #57
‘What does pre-boot protection prevent?

A. Unauthorized access to the Remote Help bypass tools or alternative boot technical support methods
B. Prevents unauthorized access to the operating system or bypass of boot protection

C. Unauthorized passwords or alternative "forgot passwords" methods during pre-boot

D. Unauthorized users using post-boot methods

HE: B

MY

Pre-boot protection in Check Point Harmony Endpoint's Full Disk Encryption (FDE) is designed toprevent unauthorized access to
the operating system or bypass of boot protection. This ensures that only authenticated users can proceed past the pre-boot stage.
TheCP_R8lI.

20 Harmony Endpomnt Server AdminGuide.pdfonpage 223, under "Authentication before the Operating System Loads (Pre-
boot)," explicitly states:

"Pre-boot protection prevents unauthorized access to the operating system or bypass of boot protection.” This extract confirms that
pre-boot protection's primary purpose is to secure the OS and prevent bypassing the boot security mechanisns, makingOption Dthe
correct answer.

* Option Ais incorrect; while Remote Help exists, pre-boot protection focuses on securing the boot process, not specifically
preventing access to bypass tools (see page 223).

* Option Bis inaccurate; it misrepresents pre-boot protection's scope, which is about authentication, not specifically unauthorized


https://www.dumptop.com/CheckPoint/156-536-dump.html

passwords or recovery methods.

* Option Cis wrong because pre-boot protection targets pre-boot access, not post-boot methods (see page

223).

References:

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 223: "Authentication before the Operating System Loads (Pre-
boot)" (describes what pre-boot protection prevents).

EAE #58
External Endpoint policy servers (EPS) decrease X and reduce X between sites?

e A Decrease clients and reduce device agents between sites

¢ B. Decrease power and reduce accidents between sites

¢ (. External Endpoint policy servers (EPS) decrease the load of the EMS and reduce the bandwidth required between sites
¢ D. Decrease policies and reduce traffic between sites

HE: C

HE #59
What is the default encryption algorithm in the Full Disk Encryption tab under Advanced Settings?

e A AES-CBC 256 bit
e B. XTS-AES 128 bit
e C. AES-CBC 128 bit
e D. XTS-AES 256 bit

¥e: D

EE2 #60
On which search engines/web sites is the Safe Search feature supported in Harmony Endpoint?

¢ A. Google, Bing, and Yahoo!

¢ B. Google, Bing, Yahoo! by default, and extra support for Baidu, Yandex, Lycos, and Excite if the Harmony Endpoint
Management is deployed in Cloud

¢ C. Google, Yahoo!, and OneSearch

¢ D. Google and Bing if the Harmony Endpoint Management is On-Premises deployment
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