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R #254
Which of the following governance bodies provides management, operational, and technical controls to satisfy the security
requirements?

A. Information Security Steering Committee
B. Business Unit Manager

C. Chief Information Security Officer

D. Senior Management

X
m

: D

AE #255
Which of the following SSE-CMM security engineering Process Areas (PA) specifies the security needs?

A.PA10
B. PAO9
C. PAO6
D. PAO7

X
m

: A

EE #256

Gloria was auditing the BCP prepared by one of her clients. The BCP audit stage that she was currently examining ascertained
whether operational resiliency and continuity was being encouraged, and if the BCP was overfunded or underfunded. Which BCP
audit stage was Gloria examining?

A. Ongoing Program Management
B. Overall Testing of the Plan

C. Overall Program Governance

D. Management of Process Changes

HE: C

Y.

Overall Program Governance in a BCP audit evaluates the plan's alignment with resilience and continuity goals, including funding
adequacy, ensuring it supports organizational objectives effectively.

* Option A (Ongoing Program Management):Focuses on day-to-day execution, not fnding review.

* Option C (Management of Process Changes):Tracks updates, not resilience or funding.

* Option D (Overall Testing of the Plan):Validates functionality, not governance.

* "Overall Program Governance assesses BCP effectiveness, resilience promotion, and funding balance to ensure sustainable
continuity" (Module: Business Continuity Planning, Section: BCP Audit Phases).

HE #257
Which of'the following functions is performed by change control?

A. Tt ensures that changes to the system are approved.

B. It maintains visibility of changes to the system.

C. It tracks changes to system hardware, software, ?rmware, and documentation.

D. It tracks and approves changes to system hardware, software, ?rmware, and documentation.

0
m
o



EAE #258
A company wants to implement a data backup method that allows them to encrypt the data ensuring its security as well as access at
any time and from any location. What is the appropriate backup method that should be implemented?

A. Hot Site Backup
B. Onsite Backup
C. Offsite Backup
D. Cloud Backup

HE: D

Y.

Cloud Backup provides encrypted, secure data storage accessible anytime, anywhere via the internet, meeting the company's needs.
* Option A (Offsite):Oflsite, but not necessarily accessible or encrypted by defaul.

* Option C (Onsite):Local, not location-independent.

* Option D (Hot Site):Recovery site, not a backup method.

* "Cloud Backup ensures data security with encryption and offers ubiquitous access, ideal for flexible recovery needs" (Module:
Data Backup and Recovery, Section: Cloud-Based Solutions).
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