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Questions (Q403-Q408):

NEW QUESTION # 403
A company is running an application in the AWS Cloud. The application collects and stores a large amount of unstructured data in
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an Amazon S3 bucket. The S3 bucket contains several terabytes of data and uses the S3 Standard storage class. The data increases
in size by several gigabytes every day.

The company needs to query and analyze the dat

a. The company does not access data that is more than 1 year old. However, the company must retain all the data indefinitely for
compliance reasons.

‘Which solution will meet these requirements MOST cost-effectively?

¢ A. Use Amazon Redshift Spectrumto query the data. Create an S3 Lifecycle policy to transition data that is more than 1 year
old to S3 Glacier Deep Archive.

¢ B. Use an AWS Glue Data Catalog and Amazon Athena to query the data. Create an S3 Lifecycle policy to transition data
that is more than 1 year old to S3 Glacier Deep Archive.

e C. Use S3 Select to query the data. Create an S3 Lifecycle policy to transition data that is more than 1 year old to S3 Glacier
Deep Archive.

¢ D. Use Amazon Redshift Spectrumto query the data. Create an S3 Lifecycle policy to transition data that is more than 1 year
old to S3 Intelligent- Tiering,

Answer: A

Explanation:
Generally, unstructured data should be converted structured data before querying them. AWS Glue can do that.
https:/docs.aws.amazon.convglue/latest/dg/schema-relationalize. html https://docs.aws.amazon.convathena/latest/ug/glue-athena. html

NEW QUESTION # 404

A company is running an application in the AWS Cloud. The application consists of microservices that run on a fleet of Amazon
EC2 mstances in multiple Availability Zones behind an Application Load Balancer. The company recently added a new REST API
that was implemented in Amazon API Gateway. Some of the older microservices that run on EC2 instances need to call this new
APL

The company does not want the API to be accessible from the public internet and does not want proprietary data to traverse the
public internet.

What should a solutions architect do to meet these requirements?

e A Create an interface VPC endpoint for API Gateway, and set an endpoint policy to only allow access to the specific APL.
Add a resource policy to API Gateway to only allow access from the VPC endpoint. Change the API Gateway endpoint
type to private.

¢ B. Modify the API Gateway to use IAM authentication. Update the IAM policy for the IAM role that is assigned to the EC2
mstances to allow access to the API Gateway. Move the API Gateway into a new VPDeploy a transit gateway and connect
the VPCs.

e C. Create an AWS Site-to-Site VPN connection between the VPC and the API Gateway. Use API Gateway to generate a
unique API Key for each microservice. Configure the API methods to require the key.

¢ D. Create an accelerator in AWS Global Accelerator, and connect the accelerator to the API Gateway. Update the route
table for all VPC subnets with a route to the created Global Accelerator endpoint [P address. Add an API key for each
service to use for authentication.

Answer: A

Explanation:

By implementing this solution, the company can ensure that the new API in API Gateway is not accessible from the public internet.
The mterface VPC endpoint provides private connectivity, allowing secure communication between the microservices running on
EC2 mstances and the API Gateway. This ensures the proprietary data does not traverse the public internet, enhancing security and
data protection.

NEW QUESTION # 405

A company has 50 AWS accounts that are members of an organization in AWS Organizations.

Each account contains multiple VPCs. The company wants to use AWS Transit Gateway to establish connectivity between the
VPCs in each memmber account.

Each time a new member account is created, the company wants to automate the process of creating a new VPC and a transit
gateway attachment.

‘Which combination of steps will meet these requirements? (Choose two.)



A. Launch an AWS CloudFormation stack set from the master account that automatically creates a new VPC and a peering
transit gateway attachment in a member account.

Share the attachment with the transit gateway in the master account by using a transit gateway service-linked role.

B. From the master account, share the transit gateway with member accounts by using AWS Resource Access Manager.

C. From the master account, share the transit gateway with member accounts by using AWS Service Catalog.

D. Launch an AWS CloudFormation stack set from the master account that automatically creates a new VPC and a VPC
transit gateway attachment in a member account.

Associate the attachment with the transit gateway in the master account by using the transit gateway ID.

¢ E. Fromthe master account, share the transit gateway with member accounts by using an AWS Organizations SCP.

Answer: B,D

Explanation:
https:/aws.amazon.comyblogs/mt/self-service-vpcs-in-aws-control-tower-using-aws-service- catalog/

NEW QUESTION # 406

A company has an application that runs on Amazon EC2 instances. A solutions architect is designing VPC infrastructure in an AWS
Region where the application needs to access an Amazon Aurora DB cluster. The EC2 instances are all associated with the same
security group. The DB cluster is associated with its own security group.

The solutions architect needs to add rules to the security groups to provide the application with least privilege access to the DB
cluster.

‘Which combination of steps will meet these requirerments? (Select TWO.)

¢ A. Add an outbound rule to the DB cluster’s security group. Specify the EC2 instances' security group as the destination over
the ephemeral ports.

¢ B. Add an outbound rule to the DB cluster's security group. Specify the EC2 instances' security group as the destination over
the default Aurora port.

e (. Add an outbound rule to the EC2 mstances' security group. Specify the DB cluster's security group as the destination over
the default Aurora port.

¢ D. Add an mbound rule to the EC2 instances' security group. Specify the DB cluster's security group as the source over the
default Aurora port.

¢ E. Add an mbound rule to the DB cluster's security group. Specify the EC2 instances' security group as the source over the
default Aurora port.

Answer: C,D

Explanation:

Explanation

B: Add an outbound rule to the EC2 instances' security group. Specify the DB cluster's security group as the destination over the
default Aurora port. This allows the mstances to make outbound connections to the DB cluster on the default Aurora port. C. Add
an inbound rule to the DB cluster's security group. Specify the EC2 instances' security group as the source over the default Aurora
port. This allows connections to the DB cluster from the EC2 instances on the default Aurora port.

NEW QUESTION # 407

A conpany has a web application that securely uploads pictures and videos to an Amazon S3 bucket. The company requires that
only authenticated users are allowed to post content. The application generates a presigned URL that is used to upload objects
through a browser interface. Most users are reporting slow upload times for objects larger than 100 MB.

What can a Solutions Architect do to improve the performance of these uploads while ensuring only authenticated users are allowed
to post content?

e A Enable an S3 Transfer Acceleration endpoint on the S3 bucket. Use the endpoint when generating the presigned URL.
Have the browser interface upload the objects to this URL using the S3 nuiltipart upload APIL.

e B. Set up an Amazon API Gateway with a regional API endpoint that has a resource as an S3 service proxy. Configure the
PUT method for this resource to expose the S3 PutObject operation. Secure the API Gateway using an AWS Lambda
authorizer. Have the browser interface use API Gateway instead of the presigned URL to upload API objects.

e (. Configure an Amazon CloudFront distribution for the destination S3 bucket. Enable PUT and POST methods for the
CloudFront cache behavior. Update the CloudFront origin to use an origin access identity (OAI). Give the OAI user
s3:PutObject permissions in the bucket policy. Have the browser interface upload objects using the CloudFront distribution

e D. Set up an Amazon API Gateway with an edge-optimized API endpoint that has a resource as an S3 service proxy.



Configure the PUT method for this resource to expose the S3 PutObject operation.
Secure the API Gateway usinga COGNITO_USER POOLS authorizer. Have the browser interface use API Gateway
instead of the presigned URL to upload objects.

Answer: A

Explanation:

Explanation: S3 Transfer Acceleration is a feature that enables fast, easy, and secure transfers of files over long distances between
your client and an S3 bucketl. It works by leveraging the CloudFront edge network to route your requests to S3 over an optimized
network pathl. By using a Transfer Acceleration endpoint when generating a presigned URL, you can allow authenticated users to
upload objects fasterand more reliably2. Additionally, using the S3 muiltipart upload API can improve the performance of large
object uploads by breaking them into smaller parts and uploading them in parallel3.

S3 Transfer Acceleration
Using Transfer Acceleration with presigned URLs
Uploading objects using multipart upload API
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