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There are many benefits after you pass the CKS certification such as you can enter in the big company and double your wage. Our
CKS study materials boost high passing rate and hit rate so that you needn’t worry that you can’t pass the test too much. We
provide free tryout before the purchase to let you decide whether it is valuable or not by yourself. To further understand the merits
and features of our CKS Practice Engine, you should try it first!

Linux Foundation CKS (Certified Kubernetes Security Specialist) Exam is a certification program that validates an individual's
knowledge and skills in securing containerized applications and Kubernetes environments. Certified Kubernetes Security Specialist
(CKS) certification is designed for professionals who work with Kubernetes on a daily basis and are responsible for securing the
cluster and its components. The CKS Exam Tests the candidates' knowledge of Kubernetes security features, best practices, and
common vulnerabilities. Certified Kubernetes Security Specialist (CKS) certification is ideal for security professionals, DevOps
engineers, system administrators, and developers who want to enhance their skills in securing Kubernetes clusters.
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Are you tired of feeling overwhelmed and unsure about how to prepare for your Certified Kubernetes Security Specialist (CKS)
(CKS) exam? Are you ready to take control of your future and achieve the scores you want to get in the Certified Kubernetes
Security Specialist (CKS) (CKS) certification exam? If'so, it's time to buy real Linux Foundation CKS Dumps of VCEPrep our
team of experts has designed the product that has already helped thousands of students just like you pass the exam

Linux Foundation CKS (Certified Kubernetes Security Specialist) Certification Examis an excellent opportunity for professionals to
validate their expertise in Kubernetes security. It is a challenging exam that tests the candidate’s ability to identify and mitigate
security threats in a Kubernetes environment. Certified Kubernetes Security Specialist (CKS) certification is highly valued by
employers and is an excellent way for professionals to advance their careers in the field of Kubernetes security.

Linux Foundation Certified Kubernetes Security Specialist (CKS) Sample
Questions (Q147-Q152):

NEW QUESTION # 147
Context
AppArmor is enabled on the cluster’'s worker node. An AppArmor profile is prepared, but not enforced yet.
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Task
On the cluster's worker node, enforce the prepared AppArmor profile located at /etc/apparmor.d/nginx_apparmor.
Edit the prepared manifest file located at /home/candidate/KSSH00401/nginx-pod.yaml to apply the AppArmor profile.
Finally, apply the manifest file and create the Pod specified in it.
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Explanation:
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NEW QUESTION # 148

You have a Kubernetes cluster that runs a sensitive application called "banking-app" in a Deployment The application needs access
to a private registry to pull container images. You want to ensure that the "banking-app" container only communicates with the
private registry and no other external networks. How can you use NetworkPolicy to enforce this network security restriction?

Answer:

Explanation:

Solution (Step by Step) :

1. Create a NetworkPolicy tor the Private Registry: You'll create a NetworkPolicy that allows the "banking-app" container to
communicate with the private regist.ry but blocks access to all other external networks.

PAVErs10n; NETWOrKLIE.KoS5.107/ V.l
dind: NetworkPolicy
ietadata:

namesl benkEng-appr reSksbry -access

nameSpate: Nde el M 'saMour application's namespace
PECY

podSelector:

matchLabels:

app: banking-app
policyTypes:
- Ingress
ingress:
- from:
- podSelector:
matchLabels:
app: banking-app
- ipBlock:
cidr: "172.17.8.0/16" # Replace with your private registry's CIDR
exceot: 1
'podSelectors: This defines which pods are affected by the policy. - 'policyTypeS: This specifies the type of traffic that the policy
governs (Ingress in this case). - 'ingress': Defines the allowed incoming traffic. - 'trom': Specifies the source of allowed traffic. -
spodSelector': Allows traffic from other pods with the "banking-app" label. - 'ipBlock': Allows traffic froma specific CIDR range. -

'cidr': Replace '172.17.0.0/16' with the actual CIDR of your private registry. - 'except': Optional for excluding specific [P addresses



or ranges. 2 Apply the NetworkPolicy: Apply the YAML file to your cluster: bash kubectl apply -f banking-app-registry-
access.yaml 3. Verify NetworkPolicy: After applying the policy, run: bash kubectl get networkpolicy -n default # Replace 'default’
with your namespace You should see your new "banking-app-registry-access" NetworkPolicy listed. 4. Test the Policy: - Try to
access external networks from within the "banking-app" container. - You should observe that the container is unable to connect to
any external services except the private registry. - Make sure your application can still pull images from the private registry. 5.
Additional Considerations: - Egress Traffic: You might need to define a separate NetworkPolicy for "Egress' traffic if you want to
allow the "banking-app" to communicate with specific internal services. - Detailed Controls: You can add more specific rules to the
"ingress' section to allow specific ports or protocols from the private registry.

NEW QUESTION # 149

Your organization uses Kubernetes to run a microservice application. One of the microservices is a payment gateway that processes
sensitive payment information. How would you implement security measures to protect this payment gateway microservice and
minimize the risk of data breaches, considering the security requirements are very stringent?

Answer:

Explanation:

Solution (Step by Step) :

1. Isolate the Payment Gateway:

- Dedicated Namespace: Create a dedicated namespace for the payment gateway service, separated from other services.

- Network Policies: Implement strict network policies to limit communication with the payment gateway. Only allow access from
authorized services and specific IP addresses-

2. Pod Security Policies (PSPs):

- Restricted Capabilities: Apply PSPs to restrict the payment gateway pods' capabilities. Disable capabilities like "NET ADMIN"
(network admmistration) and "SYS ADMIN" (system administration).

- Security Context: Configure the 'securitycontext' to run the payment gateway pods as a non-root user, with restricted permissions.
- Image Integrity: Use image signing and verification to ensure that the payment gateway images are trusted and haven't been
tampered with.

3. Encryption:

- Data at Rest: Use strong encryption to protect the payment gateway's data at rest, including databases, files, and storage volumes.
- Data in Transit: Utilize TLS/SSL to secure communication between the payment gateway and other services, including external
payment processors.

4. Strong Authentication and Authorization.

- Service Accounts: use a dedicated service account for the payment gateway, restricted to accessing only the necessary resources.
- R8AC: Implement RBAC to control access to the payment gateway service, ensuring that only authorized users and services can
interact with it.

- Multi-Factor Authentication Consider using two-factor authentication for any human interaction with the payment gateway service.
5. Monttoring and Auditing;

- Log Aggregation: Implement log aggregation for the payment gateway, capturing all activities and potential security events.

- Security Monitoring; Use security monitoring tools to detect any suspicious activity related to the payment gateway, including
access attempts, failed logins, and data access patterns.

- Regular Security Audits: Conduct regular security audits to identity and address potential vulnerabilities and ensure the security
controls are effective.

6. Vulnerability Management:

- Regular Scanning: use vulnerability scanners to identify and patch any known vulnerabilities in the payment gateway software and
dependencies.

- Security Patching: Implement a robust security patching process to apply updates and fixes promptly

7. Penetration Testing;

- Regular Penetration Testing: Perform regular penetration testing to evaluate the payment gateway's security posture from a hacker's
perspective. This will help identify potential security weaknesses and ensure that your security controls are effective.

NEW QUESTION # 150
You need to configure a Kubernetes cluster to use a pod security policy (PSP) that restricts the use of privileged containers and
specific capabilities. You want to only allow specific pods in the 'production’ namespace to run With the NET _ADMIN' capability.

Answer:

Explanation:



Solution (Step by Step) :

1. create a PSPI
- Define a PSP that restricts the use of privileged containers and capabilities, except for the capability for pods in the "production’

namespace.



apiVersion: policy/vlbetal
kind: PodSecurityPolicy

metadata:
name: restricted-psp
spec:
privileged: false
fsGroup: i
rule: 'RunAsAny’ 1 LINUX
supplementalGroups: OUNDATIO!
rule: ‘RunAsAny’
runAsUser:
rule: 'RunAsAny’
selLinux:
rule: ‘RunAsAny’
capabilities:

drop: ["ALL"]

add: [“"NET_ADMIN™]
volumes:

- 'configMap"

- 'secret’

- 'persistentVolumeClaim®

- 'hostPath’

- 'emptyDir’
hostNetwork: false
hostPID: false
hostIPC: false
allowPrivilegeEscalations false
readOnlyRootFilesyStem: true

selinux:

rule? "RunAsAny®
runAsUser.:.

rule: | "RunAsAny’
supplementalGroups:

rule: ‘RunAsAny’
fsGroup:

rule: 'RunAsAny’
# Allowed HostPorts (optional)
# hostPorts:
= - min: 1024
# max: 65535
# Allow Specific Namespaces (optional)
selinux:

rule: ‘RunAsAny’
runAsUser:

rule: ‘RunAsAny’
supplementalGroups:

rule: ‘RunAsAny’
fsGroup:

rule: ‘RunAsAny’
# Allowed HostPorts (optional)
# hostPorts:
# - min: 1024
# max: 65535
# Allow Specific Namespaces (optional)
allowedNamespaces:

- production

2. Create a PSP Binding: - Bind the PSP to the 'production’ namespace-




apiVersion: policy/vlbetal
kind: PodSecurityPolicy
metadata:
name: restricted-psp
spec:
privileged: false
fsGroup:
rule: 'RunAsAny’
supplementalGroups:
rule: 'RunAsAny’
runAsUser:
rule: 'RunAsAny’
seLinux:
rule: 'RunAsAny’
capabilities:
drop: ["ALL"]
add: ["NET_ADMIN")
volumes:
- 'configMap'
- 'secret’
- 'persistentVolumeClaim"
- 'hostPath’
- "emptyDir®
hostNetwork: false
hostPID: Talse
i - se
iovPrivilegeEscalation: false
readOnlyRootFilesystem: true
seLinux:
rule: ‘RunAsAny’
runAsUser:
rule: "RunAsAny'
supplementalGroups:
rule: 'RunAsAny’
fsGroup:
rule: 'RunAsAny’
# Allowed HostPorts (optional)
# hostPorts:
# - min: 1024
# max: 65535
# Allow Specific Namespaces (optional)
allowedNamespaces:
- production

3. Create a Pod: - Create a Pod in the 'production’ namespace and specify the 'securitycontext' with the'NET ADMIN' capability.

apiversion: vl
kind: Pod
metadata:

name: privileged-pod
rasespace: production
spec:

se;wrlt;&m\t!aﬁ;
LINERgbi L ties:
0 ™“add: ["MET_ADMIN®]
containers:
= nome: nginx
image: nginx:1.14.2

4. Apply the YAML files: - Apply the created YAML files using 'kubectl apply -f'5. Verify the permissions: - Try to create a Pod in
other namespaces with the 'NET ADMIN' capability. It should be rejected.

NEW QUESTION # 151



Create a new ServiceAccount named backend-sa in the existing namespace default, which has the capability to list the pods inside
the namespace default.

Create a new Pod named backend-pod in the namespace default, mount the newly created sa backend-sa to the pod, and Verify
that the pod is able to list pods.

Ensure that the Pod is running.

Answer:

Explanation:

A service account provides an identity for processes that run in a Pod.

‘When you (a human) access the cluster (for example, using kubectl), you are authenticated by the apiserver as a particular User
Account (currently this is usually admin, unless your cluster administrator has customized your cluster). Processes in containers inside
pods can also contact the apiserver. When they do, they are authenticated as a particular Service Account (for example, default).
When you create a pod, if you do not specify a service account, it is automatically assigned the default service account in the same
namespace. If you get the raw json or yaml for a pod you have created (for example, kubectl get pods/<podname> -0 yaml), you
can see the spec.serviceAccountName field has been automatically set.

You can access the API from inside a pod using automatically mounted service account credentials, as described in Accessing the
Cluster. The API permissions of the service account depend on the authorization plugin and policy in use.

In version 1.6+, you can opt out of automounting API credentials for a service account by setting automountServiceAccountToken:
false on the service account:

apiVersion: vl

kind: Service Account

metadata:

name: build-robot

automountServiceAccount Token: false

In version 1.6+, you can also opt out of automounting API credentials for a particular pod:
apiVersion: vl

kind: Pod

metadata:

name: my-pod

spec:

serviceAccountName: build-robot

automountServiceAccountToken: false

The pod spec takes precedence over the service account if both specify a automountServiceAccountToken value.

NEW QUESTION # 152
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