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H #67

Bob is a threat intelligence analyst in Global Technologies Inc. While extracting threat intelligence, he identified that the organization is
vulnerable to various application threats that can be exploited by attackers.

Which of the following are the possible application threats that have been identified by Bob?

A. Footprinting and spoofing
B. DNS and ARP poisoning

C. SQL mjection and buffer overflow attack
D. Man-in-the-middle attack and physical security attack

Ef: C

A -

The question specifies that the vulnerabilities are application threats.

SQL mjection and buffer overflow are both classic examples of application-layer attacks that target flaws in code and software
design.

* SQL Injection: Exploits improper input validation in database queries, allowing attackers to execute malicious SQL staterments.
* Buffer Overflow: Occurs when a program writes more data nto a buffer than it can handle, leading to memory corruption and
potential remote code execution.

Why the Other Options Are Incorrect:

* B. Man-in-the-middle and physical security attack: MITM is a network attack, and physical attacks are not application-based.
* C. DNS and ARP poisoning: These are network-level attacks, not application-level

* D. Footprinting and spoofing: Both are reconnaissance or identity-deception techniques, not application-layer threats.
Conclusion:

Bob identified application threats, namely SQL Injection and Buffer Overflow attacks.

Final Answer: A. SQL injection and buffer overflow attack

Explanation Reference (Based on CTIA Study Concepts):

CTIA categorizes SQL injection and buffer overflow as application-level vulnerabilities exploited through improper input handling
and insecure coding,

E Y #68

Enrage Tech Company hired Enrique, a security analyst, for performing threat intelligence analysis. While performing data collection
process, he used a counterintelligence mechanism where a recursive DNS server is employed to perform interserver DNS
communication and when a request is generated from any name server to the recursive DNS server, the recursive DNS servers log
the responses that are received. Then it replicates the logged data and stores the data in the central database. Using these logs, he
analyzed the malicious attempts that took place over DNS infrastructure.

Which of'the following cyber counterintelligence (CCI) gathering technique has Enrique used for data collection?

A. Data collection through dynamic DNS (DDNS)
B. Data collection through DNS zone transfer

C. Data collection through passive DNS monitoring
D. Data collection through DNS interrogation

IEf@E: D

H #69
Marie, a threat analyst at an organization named TechSavvy, was asked to perform operational threat intelligence analysis to get

contextual information about security events and incidents.
Which of the following sources does Marie need to use to perform operational threat mtelligence analysis?

e A, Malware indicators, network indicators, e-mail indicators


https://www.xhs1991.com/312-85.html

¢ B. Activity-related attacks, social media sources, chat room conversations
e (. OSINT, security industry white papers, human contacts
e D. Attack group reports, attack campaign reports, incident reports, malware samples

IEf#: D

RN -

Operational Threat Intelligence focuses on providing actionable insights about ongoing attacks, campaigns, or threat actors. It
bridges the gap between high-level strategic intelligence and low-level technical intelligence.

It includes detailed, contextual information about how and why an attack is happening, who is behind it, and what tools and tactics
they are using. Analysts rely on reports and data that describe current or recent attack campaigns, group activities, and malware
operations.

Typical Sources of Operational Threat Intelligence:

* Attack group reports: Identify specific threat actors, their motivations, targets, and past operations.

* Attack campaign reports: Provide information about organized and ongoing attack campaigns targeting certain sectors or
geographies.

* Incident reports: Offer real-world case studies and patterns of attacks that have already occurred.

* Malware samples: Help analysts understand malware functionality, distribution methods, and associated threat groups.

These sources provide contextual and actionable information that help operational analysts improve detection and response during
active threat situations.

Why the Other Options Are Incorrect:

* B. Malware indicators, network indicators, e-mail indicators:These are sources of technical threat intelligence, which deals with
atomic-level data such as IP addresses, URLs, and file hashes.

* C. Activity-related attacks, social media sources, chat room conversations:These are examples of sources used for social media or
OSINT collection, not operational analysis.

* D. OSINT, security industry white papers, human contacts:These are sources used for strategic threat itelligence, focusing on
long-term trends and organizational risk assessment.

Conclusion:

Operational threat intelligence relies on actionable, campaign-specific sources such as attack group reports, incident reports, and
malware samples to provide detailed context for active threats.

Final Answer: A. Attack group reports, attack campaign reports, incident reports, malware samples Explanation Reference (Based
on CTIA Study Concepts):

According to CTIA, operational threat intelligence provides in-depth analysis of ongoing or recent campaigns, utilizing reports and
samples that describe adversary tools, targets, and motivations.

B #70
Which of the following characteristics of APT refers to numerous attempts done by the attacker to gain entry to the target's
network?

A. Risk tolerance

B. Multiphased

C. Timeliness

D. Attack origmnation points

IEf#: B

R :

Advanced Persistent Threats (APTSs) are characterized by their "Multiphased' nature, referring to the various stages or phases the
attacker undertakes to breach a network, remain undetected, and achieve their objectives.

This characteristic includes numerous attempts to gain entry to the target's network, often starting with reconnaissance, followed by
mitial compromise, and progressing through stages such as establishment of a backdoor, expansion, data exfiltration, and maintaining
persistence. This multiphased approach allows attackers to adapt and pursue their objectives despite potential disruptions or initial
failures in their campaign.

References:

"Understanding Advanced Persistent Threats and Conplex Malware," by FireEye MITRE ATT&CK Framework, detailing the
multiphased nature of adversary tactics and techniques

R #71
Moses, a threat intelligence analyst at InfoTec Inc., wants to find crucial information about the potential threats the organization is



facing by using advanced Google search operators. He wants to identify whether any fake websites are hosted at the similar to the
organization's URL.
Which of'the following Google search queries should Moses use?

A. related: www.infothech.org
B. cache: www.infothech.org
C. link: www.infothech.org

D. nfo: www.infothech.org

EE: A

R -

The "related:" Google search operator is used to find websites that are similar or related to a specified URL.

In the context provided, Moses wants to identify fake websites that may be posing as or are similar to his organization's official site.
By using the "related:" operator followed by his organization's URL, Google will return a list of websites that Google considers to be
similar to the specified site. This can help Moses identify potential impersonating websites that could be used for phishing or other
malicious activities. The "info:",

"link:", and "cache:" operators serve different purposes; "info:" provides information about the specified webpage, "link:" used to be
used to find pages linking to a specific URL (but is now deprecated), and "cache:" shows the cached version of the specified
webpage.

References:

Google Search Operators Guide by Moz

Google Advanced Search Help Documentation
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