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A company is implementing a new application on AWS. The company will run the application on multiple Amazon EC2 instances
across multiple Availability Zones within multiple AWS Regions. The application will be available through the internet. Users will
access the application from around the world.
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The company wants to ensure that each user who accesses the application is sent to the EC2 instances that are closest to the user's
location.
‘Which solution will meet these requirements?

¢ A Implement an Amazon Route 53 weighted routing policy. Use an internet-facing Network Load Balancer to distribute the
traffic across all Availability Zones within the same Region.

¢ B. Implement an Amazon Route 53 geolocation routing policy. Use an internet-facing Application Load Balancer to distribute
the traffic across all Availability Zones within the same Region.

¢ C. Implement an Amazon Route 53 multivalue answer routing policy Use an internet-facing Application Load Balancer to
distribute the traffic across all Availability Zones within the same Regjon.

¢ D. Implement an Amazon Route 53 geoproximity routing policy. Use an internet-facing Network Load Balancer to distribute
the traffic across all Availability Zones within the same Region.

EX: B
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The requirement is to route users to the nearest AWS Region where the application is deployed. The best solution is to use Amazon
Route 53 with a geolocation routing policy, which routes traffic based on the geographic location of the user making the request.

* Geolocation Routing: This routing policy ensures that users are directed to the resources (in this case, EC2 instances) that are
geographically closest to them, thereby reducing latency and improving the user experience.

* Application Load Balancer (ALB): Within each Region, an internet-facing Application Load Balancer (ALB) is used to distribute
ncoming traffic across multiple EC2 instances in different Availability Zones. ALBs are designed to handle HTTP/HTTPS traffic and
provide advanced features like content- based routing, SSL termination, and user authentication.

* Why Not Other Options?:

* Option B (Geoproximity + NLB): Geoproximity routing is similar but more complex as it requires fine-tuning the proximity settings.
A Network Load Balancer (NLB) is better suited for TCP/UDP traffic rather than HTTP/HTTPS.

* Option C (Multivalue Answer Routing + ALB): Multivalue answer routing does not direct traffic based on user location but rather
returns multiple values and lets the client choose. This does not meet the requirement for geographically routing users.

* Option D (Weighted Routing + NLB): Weighted routing splits traffic based on predefined weights and does not consider the user's
geographic location. NLB is not ideal for this scenario due to its focus on lower-level protocols.

AWS References:

* Amazon Route 53 Routing Policies - Detailed explanation of the various routing policies available in Route 53, including
geolocation.

* Elastic Load Balancing - Information on the different types of load balancers in AWS and when to use them.

8 #414

A company is migrating a distributed application to AWS The application serves variable workloads The legacy platform consists of
a primary server trial coordinates jobs across multiple compute nodes The company wants to modernize the application with a
solution that maximizes resiliency and scalability How should a solutions architect design the architecture to meet these requirements?

e A implement the primary server and the compute nodes with Amazon EC2 instances that are managed in an Auto Scaling
group Configure Amazon EventBridge (Amazon CloudWatch Events) as a destination for the jobs Configure EC2 Auto
Scaling based on the load on the compute nodes

¢ B. Configure an Amazon Simple Queue Service (Amazon SQS) queue as a destination for the jobs Implement the compute
nodes with Amazon EC2 instances that are managed in an Auto Scaling group.

Configure EC2 Auto Scaling to use scheduled scaling

e C. Implement the primary server and the compute nodes with Amazon EC2 instances that are managed In an Auto Scaling
group. Configure AWS CloudTrail as a destination for the fobs Configure EC2 Auto Scaling based on the load on the
primary server

e D. Configure an Amazon Simple Queue Service (Amazon SQS) queue as a destination for the jobs Implement the compute
nodes with Amazon EC2 Instances that are managed in an Auto Scaling group Configure EC2 Auto Scaling based on the size
of the queue

ZX: D
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A company recently migrated its application to a VPC on AWS. An AWS Site-to-Site VPN connection connects the company's
on-premises network to the VPC. The application retrieves customer data from another system that resides on premises. The
application uses an on-premises DNS server to resolve domain records. After the migration, the application is not able to connect to



the customer data because of name resolution errors.
Which solution will give the application the ability to resolve the nternal domain names?

e A. Create an Amazon Route 53 Resolver outbound endpoint. Configure the outbound endpoint to forward DNS queries
against the on-premises domain to the on-premises DNS server.

e B. Set up two AWS Direct Connect connections between the AWS environment and the on-premises network. Set up a link
aggregation group (LAG) that includes the two connections. Change the VPC resolver address to pomt to the on-premises
DNS server.

¢ C. Launch EC2 mstances in the VPC. On the EC2 instances, deploy a custom DNS forwarder that forwards all DNS
requests to the on-premises DNS server. Create an Amazon Route 53 private hosted zone that uses the EC2 instances for
name servers.

¢ D. Create an Amazon Route 53 public hosted zone for the on-premises domain. Configure the network ACLs to forward
DNS requests against the on-premises domain to the Route 53 public hosted zone.

BEER: A
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When AWS workloads must resolve DN'S names from on-premises systems over a hybrid network (like VPN or Direct Connect),
the best solution is to use Amazon Route 53 Resolver outbound endpoints.

The outbound endpoint enables DNS queries to be forwarded from your VPC to on-premises DNS servers.

You nust also configure a Route 53 Resolver forwarding rule to define which domain names (e.g., corp.internal) should be
forwarded to the specific on-premises DNS IPs.

This setup allows private DNS resolution from AWS to on-premises systens and is fully managed, elimnating the need to run and
maintain EC2-based DNS proxies (as in option A).

Options C and D are incorrect:

C is not DNS-specific and doesn't solve name resolution.

D misuses a public hosted zone for a private DNS domain.

Reference:

Route 53 Resolver Outbound Endpoints

FIRE #416

A company uses Amazon RDS (or PostgreSQL to run its applications in the us-east-1 Region. The company also uses machine
learning (ML) models to forecast annual revenue based on neat real-time reports. The reports are generated by using the same RDS
for PostgreSQL database. The database performance slows during business hours. The company needs to improve database
performance.

‘Which solution will meet these requirements MOST cost-effectively?

¢ A Create a cross-Region read replica. Configure the reports to be generated from the read replica.

¢ B. Use AWS Data Migration Service (AWS DMS) to logically replicate data lo a new database. Configure the reports to be
generated from the new database.

e C. Activate Multi-AZ DB instance deployment for RDS for PostgreSQL. Configure the reports to be generated from the
standby database.

¢ D. Create a read replica in us-east- 1. Configure the reports to be generated from the read replica.

EX: D
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To improve the performance of the primary RDS PostgreSQL database during business hours and reduce the load, the best solution
is to create aread replicain the same region (us-east- 1). This will offload the read-heavy operations (like generating reports) to the
replica, reducing the burden on the primary instance, which improves overall performance. Additionally, read replicas provide near
real-time replication, making them ideal for real-time reporting use cases.

Option A (cross-Region read replica): This adds unnecessary latency for real-time reporting and increased costs due to cross-region
data transfer.

Option B (Multi- AZ): Multi- AZ deployments are for high availability and disaster recovery but won't offload the read traffic, as the
standby database cannot serve read requests.

Option C (AWS DMS replication): This adds complexity and is not as cost-effective as using an RDS read replica for the same
region.

AWS Reference:

Amazon RDS Read Replicas

Amazon RDS Performance Best Practices
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A company wants to move from many standalone AWS accounts to a consolidated, multi-account architecture The company plans
to create many new AWS accounts for different business units. The company needs to authenticate access to these AWS accounts
by using a centralized corporate directory sen/ice.

‘Which combination of actions should a solutions architect recommend to meet these requirements? (Select TWO.)

¢ A Create a new organization in AWS Organizations with all features turned on. Create the new AWS accounts in the
organization.

¢ B. Setup AWS 1AM Identity Center (AWS Single Sign-On) in the organization. Configure 1AM Identity Center, and
integrate it with the company's corporate directory service.

e C. Configure a service control policy (SCP) to manage the AWS accounts. Add AWS 1AM Identity Center (AWS Single
Sign-On) to AWS Directory Service.

¢ D. Set up an Amazon Cognito identity pool. Configure AWS 1AM Identity Center (AWS Single Sign-On) to accept Amazon
Cognito authentication.

¢ E. Create a new organization in AWS Organizations. Configure the organization's authentication mechanismto use AWS
Directory Service directly.

ZX: AB
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AWS Organizations is a service that helps users centrally manage and govern mutltiple AWS accounts. It allows users to create
organizational units (OUs) to group accounts based on business needs or other criteria. It also allows users to define and attach
service control policies (SCPs) to OUs or accounts to restrict the actions that can be performed by the accounts1. By creating a
new organization in AWS Organizations with all features turned on, the solution can consolidate and manage the new AWS accounts
for different business units.

AWS TAM Identity Center (formerly known as AWS Single Sign-On) is a service that provides single sign-on access for all of your
AWS accounts and cloud applications. It connects with Microsoft Active Directory through AWS Directory Service to allow users
in that directory to sign in to a personalized AWS access portal using their existing Active Directory user names and passwords.
Fromthe AWS access portal, users have access to all the AWS accounts and cloud applications that they have permissions for2.
By setting up IAM Identity Center in the organization and integrating it with the company's corporate directory service, the solution
can authenticate access to these AWS accounts using a centralized corporate directory service.

b) Set up an Amazon Cognito identity pool. Configure AWS 1AM Identity Center (AWS Single Sign-On) to accept Amazon
Cognito authentication. This solution will not meet the requirement of authenticating access to these AWS accounts by using a
centralized corporate directory service, as Amazon Cognito is a service that provides user sign-up, sign-in, and access control for
web and mobile applications, not for corporate directory services3.

¢) Configure a service control policy (SCP) to manage the AWS accounts. Add AWS 1AM Identi-ty Center (AWS Single Sign-
On) to AWS Directory Service. This solution will not work, as SCPs are used to restrict the actions that can be performed by the
accounts in an organization, not to manage the accounts themselves1. Also, IAM Identity Center cannot be added to AWS
Directory Service, as it is a separate service that connects with Microsoft Active Directory through AWS Directory Service2.

d) Create a new organization in AWS Organizations. Configure the organization's authentication mechanism to use AWS Directory
Service directly. This solution will not work, as AWS Organizations does not have an authentication mechanism that can use AWS
Directory Service directly. AWS Organizations relies on IAM Identity Center to provide single sign-on access for the accounts in an
organization.

Reference URL: https:/docs.aws.amazon.convorganizations/latest/userguide/orgs integrate services.html
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