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- First, you create or use an existing key in a supported external key management partner system.
This key has a unique URI or key path,
- Newt, you grant your Google Cloud praject access to use the key, in the external key management
partner system.
- In your Google Cloud project, you create a Clowd EKM koy, using the URL or key path for the
externally-managed key.
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EE#73
An engineer has been given the task of ensuring all of the keys used to encrypt archival data are securely stored according to
industry standards. Which location is a secure option for the engineer to store encryption keys for decrypting data?

A. An escrow that is kept local to the data it is tied to

B. An escrow that is kept separate fromthe data it is tied to
C. A repository that is made private

D. A repository that is made public

HE: B

MY

Industry best practice requires that encryption keys arestored separately from the data they protect. This ensures that if the data
storage systemis compromised, attackers cannot immediately decrypt sensitive information. The use of a secure escrow system s a
recognized approach.

An escrow provides controlled storage for encryption keys, ensuring they are only accessible by authorized processes and not co-
located with the protected data. Keeping keys "local” to the data creates a single point of failure. A public or private repository
without specialized protection mechanisis would also be msufficient due to risks of insider threats or misconfiguration.

By placing keys in an independent escrow system, the organization enforces separation of duties, strengthens defense-in-depth, and
aligns with cryptographic standards from NIST and ISO. This practice is vital when dealing with archival data, where long-term
confidentiality must be preserved even as systems evolve.

HE#74

An engineer needs to create segmentation using the built-in tools provided by the company's cloud provider.

The InfoSec team has given the engineer directions to limit traffic using a security group between two cloud deployments in the
organization. Which mechanisms should the engineer use to create this segmentation?

A. Definitions and protocols

B. Unique identifiers and protocols
C. Ports and protocols

D. MAC addresses and protocols

HE. C
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Cloudsecurity groupstypically filter traffic based onports and protocols. By allowing or denying specific port/protocol combinations,
engineers can control communication between deployments. For example, permitting HTTPS (TCP port 443) while blocking other
ports enforces segmentation.

MAC addresses are not used in cloud-level segmentation because they apply to physical networks. Unique identifiers and definitions
are not practical mechanisns for traffic filtering.

Using ports and protocols aligns with the principle of least privilege by ensuring that only necessary communication pathways exist.
In multi-deployment or hybrid cloud setups, this reduces the attack surface and prevents lateral movement by malicious actors.
Security groups thereby provide logical network segmentation without requiring physical infrastructure changes.

EE#75
‘Which of the following is an iterative software development methodology that focuses on achieving custormer satisfaction by
delivering the software early in the process and welcoming changing requirements from the custorer, even late in the process?

e A.Lean
e B. Waterfall
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o C.Agile

e D. Spiral
HE: C
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Agileis an iterative software development methodology designed to prioritize custorrer satisfaction, adaptability, and incremental
delivery. Agile teanrs deliver small, working pieces of software frequently, ensuring feedback is incorporated throughout the process.
This flexibility allows late-stage requirement changes to be accommodated without derailing the project.

Waterfall is a sequential approach with limited flexibility. Spiral combines iterative development with risk analysis, but it is not as
customer-focused as Agile. Lean emphasizes efficiency and waste reduction but does not center on continuous delivery and
adaptability.

Agile frameworks such as Scrum and Kanban embody this philosophy, supporting faster innovation, better collaboration, and
responsiveness to evolving business needs.

HE #76
Which type of storage includes categories such as relational, nonrelational, key-value, and document-oriented?

A. XML

B. Volune

C. Object-based
D. Database

He: D
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The categories mentioned-relational, nonrelational, key-value, and document-oriented-refer to different types of databases.
Relational databases (SQL) organize data into tables with rows and columns, nonrelational databases (NoSQL) provide flexibility
for unstructured data, key-value stores map identifiers to values, and document-oriented databases manage data in formats such as
JSON or BSON.

Object-based storage and volumes are alternative storage architectures but are not described by these categories. XML is a data
format, not a storage type.

In the cloud, database services are offered as managed solutions, reducing the admnistrative burden on organizations. Properly
managing database storage is critical for data governance, confidentiality, and compliance. Databases are also central to security
strategies, where access control, encryption, and auditing are applied.

Thus, the correct answer is database storage, which encompasses mulltiple architectures that address different performance,
scalability, and data management needs.

AE#T7

A group of DevOps engineers adopted the network-as-code methodology to manage network infrastructure.

During a code release, the engineers find a bug that is causing issues on a production site. Which safeguard will allow the engineers
to restore functionality to the production site?

A. Code testing
B. Rollback

C. Code review
D. Staging

He:. B
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Arollbackis the safeguard that restores a system to its previous, stable state when a new code release introduces issues. In DevOps
workflows, rollbacks provide a rapid recovery mechanism, reducing downtime and minimizing custormer impact.

Staging, code review, and testing are preventive controls that reduce the likelihood of defects reaching production, but once a bug
has already been deployed, rollback is the corrective control.

Rollback strategies often rely on version control systens, container orchestration, or infrastructure-as-code automation to quickly
revert to earlier configurations. This practice is essential for maintaining reliability and availability, especially in cloud environments
with continuous deployment pipelines.
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