GH-1003%E BHEE . GH-100%%7 b4

GH-ADOBIERSE & ST SELLFE i

GH-1O0ZIPAM LA 3 4 BT 50 b -

G ORI ML T, SORCOL MR E M os TR MR T, EYTIY, SRR
s 300 B

P.S. Jpexam#’ Google Drive ¢34 L T > 2 kA D H L W GH-100X% > 7" httpsv/drive.google.com/open?
id=1GqGXQ8xUEZzRJy9Rme_49TK8t-kKPGEH

2—HF—z 7 ARV ADFEEEFHEICHELTWES. GH-1007 XA bH A FEEBANT 3FCPDFA—Y 3 &~
DFEEX7>o—FLT. ZONFLBHE R T, GH- 100585 % BMEL T £ &w. GH-1000 EEED Z /-
FHIolo. AT ENE I ERHBIENTEET. 70 AGBOTY YTV TT. DLl T 20E
BHZDIE. YOV 274, M7 7 AL TEBROFE4 XY 0 —RT32ETT. ThiIZEDELD
BHs S TE. GH-100RBREEO AR EIZBU L LELZD T, GH-1007 A 44 FCHET 2SN E L &
nid,

& & 13 Microsof O GH-1005B5E 7 A M AT 2102 SADLV— b 2BIRELH Y £ 3. Jpexamid B D 7z
DRV —v #REL . BOMicrosofttBiERAC mAEDOSEER 2 REFEL VAL ET. DL LOEH LT
BErllz T o0 THEEY £ 7,

>> GH-100% 5 B #E <<

GH-100% 3 ¥4+ & GH-10057 ji & Bl

BB R 2z & O w2 BRI BRI & 1L 72 Microsoft® GH-100: R B BB % 71X 2 { B L 2 wif&ik . GH-1004 1 F
PL Yy FOBEEERET A M 2BIRTE £, JpexamZBNRE XA 47 XA L. GH-100%E 7 A ATV 7 +
V7 ETNVERMBELET. EBEOT A MNRECHBLEE2BRT IRNERET ORI ET. BiE
W OB FREBRTHE L L0BFEE. AV 54 VREFHAL CTGH-1008(E &k 2 BIRT X £ ¥,

Microsoft GH-100 52 € &8 5% @ H fE & B .

fEY 2 Hh R 1
¢ Manage GitHub Packages:This section of the exam measures skills of GitHub Enterprise Administrators
and focuses on managing GitHub Packages, their use in workflows, and how they differ fromreleases. It

bEY 71 mvolves accessing, writing, and sharing packages across teans while ensuring integration into CI
¢ CD pipelines.

¢ Enable secure software development and ensure compliance: This section of the exam measures skills of

GitHub Enterprise Administrators and deals with applying GitHub’s security and compliance capabilities. It
FEwY 22 covers policies, auditing, scrubbing sensitive data, secret scanning, code scanning with CodeQL,
dependency management with Dependabot, and implementing security response plans. It also explores
authentication tokens, app security policies, and enterprise managed users.
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¢ Support GitHub Enterprise for users and key stakeholders: This section of the exam measures skills of
GitHub Enterprise Administrators and covers supporting users, identifying issues that can be resolved
mnternally versus those needing GitHub Support, and generating support bundles and diagnostics. It also

bEY 73 involves recognizing underutilized features, managing workflows like branching and pull requests,
understanding CI

¢ (D strategies, recommending tooling, and extending capabilities through APIs or Marketplace apps.

¢ Manage access and permissions based on membership: This section of the exam measures skills of

DevOps Engineers and reviews how to manage organizations, teams, and repository permissions. It
NEy 2 4 includes default permission settings, team synchronization through AD, scripting across muiltiple
organizations, and aligning enterprise policies with trust requirements. It also contrasts roles such as
organization members, owners, collaborators, and billing managers.

¢ Manage GitHub Actions: This section of the exam measures skills of DevOps Engineers and emphasizes
managing workflows, reusable actions, and distribution strategies within the enterprise. It explains

hEY 75 configuring organization-level policies, managing self-hosted and GitHub-hosted runners, controlling access

through IP allow lists, handling encrypted secrets, and integrating third-party vaults for workflow security.

e Manage user identities and GitHub authentication: This section of the exam measures skills of DevOps
Engineers and focuses on managing authentication and identity across organizations using SAML SSO,

PEYZ6 SCIM, and team synchronization. Candidates need to understand identity providers, user membership

inplications, authorization models, and enforcing security measures such as two-factor authentication.

Microsoft GitHub Administration 2 & GH-100 58 5% & (Q23-Q28):

B #23
What benefit does GitHub Advanced Security provide?

A. helps enterprise admnistrators improve and maintain network security for their GitHub Enterprise Server instances
B. helps developers improve and maintain the security and quality of code

C. helps organization administrators analyze and configure permissions to the least privilege required

D. helps organization administrators manage security tokens

IEf#: B
fBE:

GitHub Advanced Security equips developers with built-in code scanning (CodeQL), secret scanning, dependency review, and
other AppSec tools - helping them find, fix, and prevent security vulnerabilities while maintaining code quality.

H #24
‘When comparing a partner identity provider integration with a non-partner identity management solution for GitHub Enterprise
Managed Users, which statement is Correct?

A. The non-partner identity provider integrations require manual configuration of SAML 2.0 details.

B. The non-partner identity provider integrations can utilize OIDC for authentication.

C. The partner identity provider integrations support fewer GitHub-supported authentication methods.

D. The partner identity provider integrations rely on the partner to support the application on the partner IdP.

IEf#: A

AR :
Non-partner identity provider integrations require you to enter SAML2.0 configuration details by hand - such as the Sign-on URL,
Issuer, and X.509 certificate - whereas partner IdPs supply a pre-configured application integration.

B #25
‘Which of the following correctly describes the difference between controlling actions at the enterprise level versus the organization



level in GitHub?

¢ A Enterprise policies and organization policies are independent, with organization policies taking precedence for repositories
within the organization.

¢ B. Enterprise policies apply only to public repositories, while organization policies apply to public, internal, and private
repositories.

¢ C. Enterprise policies can block specific actions, while organization policies can only enable or disable actions entirely.

¢ D. Enterprise policies configure mandatory settings for organizations.

Ef#: D

TR
Enterprise policies let you define and enforce mandatory settings across all member organizations - organization-level policies then
operate within the options that the enterprise policy exposes.

HM #26
Which of the following is a key benefit of setting default read permissions across organizations?

e A Suits environments where all users need write access.

¢ B. Improves collaboration by allowing users to modify content directly.
e C. Increases efficiency in content creation and updates.

¢ D. Enhances security by mmnimizing unintended modifications.

Ef#: D

R
Enforcing a default of Read for organization members ensures they can view content without the ability to push changes, reducing the
risk of accidental or unauthorized modifications.

B #27
Youneed to contact GitHub Premium Support. What are valid reasons for submitting a support ticket? (Each answer presents a
complete solution. Choose two.)

A. outages on GitHub.com affecting core Git functionality

B. business impact from security issues within your organization
C. hardware setup issues or errors

D. license renewal

EfE: A. B

fEL:

Business-impact security issues (for example, a critical vulnerability affecting your organization) are classified as High-priority tickets
and are covered under your Premium Support SLA.

Outages on GitHub.com that disrupt core Git or web application functionality trigger Urgent-priority responses under Premium
Support's SLA.

HR #28
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