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¢ Platform Solutions, Services, and Tools: This section measures the expertise of security engineers and
platform admmnistrators in Palo Alto Networks NGFW and Prisma SASE products. It involves creating
security and NAT policies, configuring Cloud-Delivered Security Services (CDSS) such as security

=A 1 profiles, User-1D and App-ID, decryption, and monitoring. It also covers the application of CDSS for IoT

security, Enterprise Data Loss Prevention, SaaS Security, SD-WAN, GlobalProtect, Advanced WildFire,

Threat Prevention, URL Filtering, and DNS security. Furthermore, it includes aligning AIOps with best

practices through administration, dashboards, and Best Practice Assessments.
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¢ Infrastructure Management and CDSS: This section tests the abilities of security operations specialists and
infrastructure managers in maintaining and configuring Cloud- Delivered Security Services (CDSS) including
security policies, profiles, and updates. It includes managing IoT security with device IDs and monitoring,
as well as Enterprise Data Loss Prevention and SaaS Security focusing on data encryption, access control,
FHl 2 and logging. It also covers maintenance and configuration of Strata Cloud Manager and Panorama for
network security environiments including supported products, device addition, reporting, and configuration
management.

¢ Network Security Fundamentals: This section of the exam measures skills of network security engineers
and covers key concepts such as application layer inspection for Strata and SASE products, differentiating
between slow and fast path packet inspection, and the use of decryption methods including SSL. Forward
=3 Proxy, SSL Inbound Inspection, SSH Proxy, and scenarios where no decryption is applied. It also
includes applying network hardening techniques like Content-ID, Zero Trust principles, User-1D (including
Cloud Identity Engine), Device-1D, and network zoning to enhance security on Strata and SASE
platforms.
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A2 #30
Which firewall attribute can an engineer use to simplify rule creation and automatically adapt to changes in server roles or security
posture based on log events?

A. Predefined IP addresses

B. Dynamic Address Groups

C. Address objects

D. Dynamic User Groups

HY:. B
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Dynamic Address Groupsenable the firewall to automatically adjust security policies based on tags assigned dynamically (via log
events, API, etc.). This eliminates the need for manual updates to policies when server roles or IPs change.

"Dynamic Address Groups allow you to create policies that automatically adapt to changes in the environment. These groups are

populated dynamically based on tags, enabling automated security policy updates without manual intervention." (Source: Dynamic
Address Groups)

EAE #31
Which two tools can be used to configure Cloud NGFWs for AWS? (Choose two.)

A. Cloud service provider's management console
B. Prisma Cloud management console

C. Cortex XSIAM

D. Panorama
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Cloud NGFW for AWS can be configured usingPanoramafor centralized management, as well as the AWS management consolefor
native integration and configuration.

"You can configure Cloud NGFW for AWS using Panorama for centralized security management, or directly through the AWS
management console to deploy and manage security services for your AWS resources." (Source: Cloud NGFW for AWS Guide)

EHE #32
Which two features can a network admmistrator use to troubleshoot the issue of a Prisma Access mobile user who is unable to
access SaaS applications? (Choose two.)

A. GlobalProtect logs

B. SaaS Application Risk Portal

C. Autonomous Digital Experience Manager (ADEM) console
D. Capacity Analyzer

HE:. AC

MY

GlobalProtect logs

These logs provide detailed insights into the user’s connectivity, tunnel status, and authentication events.

"GlobalProtect logs include detailed nformation about connection establishiment, tunnel negotiation, and any errors that can prevent
mobile users from accessing applications." (Source: GlobalProtect Troubleshooting) Autonomous Digital Experience Management
(ADEM) ADEM helps visualize end-to-end performance and identifies network issues affecting SaaS app access for mobile users.
"ADEM provides real-time and historical visibility into user experience, enabling quick identification and resolution of connectivity or
performance issues for SaaS applications." (Source: ADEM for Prisma Access)

A2 #33
Which set of attributes is used by loT Security to identify and classify appliances on a network when determining Device-1D?

A. Hostname, application usage, and encryption method

B. Device model, firmware version, and user credential

C. MAC address, device manufacturer, and operating system
D. IP address, network traffic patterns, and device type

HE. C

dE:

IoT SecurityusesMAC address,device manufacturer, andOS nformationtoidentify and classify devices via Device-1D.

"[oT Security uses passive network traffic analysis to fingerprint devices based on the MAC address, manufacturer, and operating
systemto ensure accurate classification.” (Source: loT Security Device-ID and Classification) These attributes provide a robust,
manufacturer-agnostic method to fingerprint IoT devices.

A2 #34
How does a firewall behave when SSL Inbound Inspection is enabled?

A. It decrypts inbound and outbound SSH connections.

B. It acts transparently between the client and the internal server.

C. It acts as meddler-in-the-middle between the client and the internal server.
D. It decrypts traffic between the client and the external server.

He: C

Y.

SSL Inbound Inspectionallows the firewall to decrypt incoming encrypted traffic to internal servers (e.g,, web servers) by acting as
aman-in-the-middle (MITM). The firewall uses the private key of the server to decrypt the session and apply security policies before
re-encrypting the traffic.

"SSL Inbound Inspection requires you to import the server's private key and certificate into the firewall. The firewall then acts as a
man-in-the-middle (MITM) to decrypt inbound sessions from external clients to internal servers for inspection." (Source: SSL



Inbound Inspection)
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