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Fortinet FCSS - Network Security 7.6 Support Engineer Sample Questions
(Q56-Q61):
NEW QUESTION # 56 
Exhibit.

Refer to the exhibit, which shows a partial web fillet profile configuration.
Which action does FortiGate lake if a user attempts to access www. dropbox. com, which is categorized as File Sharing and
Storage?

A. FortiGate exempts the connection, based on the Web Content Filter configuration.
B. FortiGate allows the connection, based on the URL Filter configuration.
C. FortiGate blocks the connection, based on the FortiGuard category based filter configuration.
D. FortiGate blocks the connection as an invalid URL.

Answer: C

Explanation:
https://community.fortinet.com/t5/FortiGate/Technical-Tip-FortiGate-Static-URL-filter-actions-explained/ta-p
/206632

NEW QUESTION # 57 
Exhibit 1.

Exhibit 2.



Refer to the exhibits, which show the configuration on FortiGate and partial internet session information from a user on the internal
network.
An administrator would like to lest session failover between the two service provider connections.
Which two changes must the administrator make to force this existing session to immediately start using the other interface? (Choose
two.)

A. Change the priority of the port! static route to 11.
B. Configure unset snat-route-change to return it to the default setting.
C. Configure set snat-route-change enable.
D. Change the priority of the port2 static route to 5.

Answer: A,C

NEW QUESTION # 58 
Refer to the exhibits.

An administrator Is expecting to receive advertised route 8.8.8.8/32 from FGT-A. On FGT-B, they confirm that the route is being
advertised and received, however, the route is not being injected into the routing table.
What is the most likely cause of this issue?

A. FGT-B is configured with a prefix list denying the 8.8.8.8/32 network to be injected into the routing table.
B. The administrator has misconfigured redistribution of routes on FGT-A.
C. A batter route to the 8.8.8.8/32 network exists in the routing table.
D. FGT-8 is configured with a distribution list denying the 8.8.8.8/32 network to be injected into the routing table.

Answer: A

Explanation:
The 8.8.8.8/32 route is visible in the OSPF database on FGT-B but not installed into the routing table-the most likely explanation is
that FGT-B is filtering it from being installed.



NEW QUESTION # 59 
What are two functions of automation stitches? (Choose two.)

A. You can configure automation stitches on any FortiGate device in a Security Fabric environment.
B. You can create automation stitches to run diagnostic commands and attach the results to an email message when CPU or
memory usage exceeds specified thresholds.
C. You can configure automation stitches to execute actions sequentially by taking parameters from previous actions as input
for the current action.
D. You can set an automation stitch configured to execute actions in parallel to insert a specific delay between actions.

Answer: B,C

NEW QUESTION # 60 
Which two statements about Security Fabric communications are true? (Choose two.)

A. The default port for Neighbor Discovery can be modified.
B. FortiTelemetry and Neighbor Discovery both operate using TCP.
C. By default, the downstream FortiGate establishes a connection with the upstream FortiGate using TCP port 8013.
D. FortiTelemetry must be manually enabled on the FortiGate interface.

Answer: C,D

Explanation:
FortiTelemetry is a critical part of Security Fabric communications and requires explicit configuration for each participating FortiGate
interface. The administrative access setting "fabric" (corresponding to FortiTelemetry) must be manually enabled per interface on
both upstream and downstream devices. This is performed in the GUI under Administrative Access or via the CLI using the
command set allowaccess fabric for the relevant network interface. Without this step, FortiTelemetry communications will not occur
on that interface.
Additionally, the default communication between downstream and upstream FortiGate units in the Security Fabric is over TCP port
8013. This port is well-documented as the standard for Security Fabric and FortiTelemetry connections, and must be open and
permitted across the network path for connectivity and status enforcement between units. The downstream FortiGate initiates the
connection to the upstream via this port unless otherwise configured. This has also been documented as a PCI-relevant port,
showing its default usage.
Other options:
* Neighbor Discovery in FortiOS uses IPv6 ND protocol, not TCP.
* FortiTelemetry port (8013) can be modified, but the interface Administrative Access for the Security Fabric must be manually
enabled; Neighbor Discovery port modification is not documented as a supported change for FortiGate.
References:
FortiGate/FortiOS Administration Guide: Enabling FortiTelemetry (fabric) on interfaces Fortinet Technical Tip: FortiTelemetry uses
TCP port 8013 by default PCI compliance documentation on port 8013 usage for Security Fabric Fortinet Security Fabric setup
procedures and interface options

NEW QUESTION # 61
......
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