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¢ Hunting Analytics: This domain focuses on recognizing malicious behaviors, evaluating information
T | reliability, decoding command Iine activity, identifying infection patterns, distinguishing legitimate from

adversary activity, and identifying exploited vulnerabilities.

¢ Event Search: This domain focuses on using CrowdStrike Query Language to build queries, format and

FE2 filter event data, understand process relationships and event types, and create custom dashboards.
e Search and Investigation Tools: This domain covers analyzing file and process metadata, using Investigate
F&E3 Module tools, performing various searches, and interpreting dashboard resuilts.
¢ ATT&CK Frameworks: This domain covers understanding the cyber kill chain and using the MITRE
4 ATT&CK Framework to model threat actor behaviors and commumicate findings to non-technical
audiences.

¢ Hunting Methodology: This domain covers conducting active hunts, performing outlier analysis, testing
F&ES hunting hypotheses, constructing queries, and nvestigating process trees.
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What is the main purpose of the Mac Sensor report?

A. To provide vulnerability assessment for Mac Operating Systems
B. To identify endpoints that are in Reduced Functionality Mode
C. To provide a summary view of selected activities on Mac hosts
D. To provide a dashboard for Mac related detections
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The Mac Sensor report is a pre-defined report that provides a summary view of selected activities on Mac hosts. It shows
information such as process execution events, network connection events, file write events, etc. that occurred on Mac hosts within a
specified time range. The Mac Sensor report does not identify endpoints that are in Reduced Functionality Mode, provide
vulnerability assessment for Mac Operating Systems, or provide a dashboard for Mac related detections.
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How do you renane fields while using transforming commands such as table, chart, and stats?

¢ A Byusing the "renamed" keyword after the field name eg "stats count renamed totalcount by ComputerName"

¢ B. By renaming the fields with the "rename" command after the transforming command e.g, "stats count by ComputerName |
rename count AS total count"

¢ C. By specifying the desired name after the field name eg "stats count totalcount by ComputerName"

¢ D. You cannot renane fields as it would affect sub-queries and statistical analysis
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The rename command is used to rename fields while using transforming commands such as table, chart, and stats. It can be used
after the transforming command and specify the old and new field names with the AS keyword. You can rename fields as it would
not affect sub-queries and statistical analysis, as long as you use the correct field names in your queries. The renamed keyword and
the desired name after the field name are not valid ways to rename fields.
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Which threat framework allows a threat hunter to explore and model specific adversary tactics and techniques, with links to
ntelligence and case studies?

A. MITRE ATT&CK

B. NIST 800-171 Cyber Threat Framework

C. Lockheed Martin Cyber Kill Chain

D. Director of National Intelligence Cyber Threat Framework
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MITRE ATT&CK is a threat framework that allows a threat hunter to explore and model specific adversary tactics and techniques,
with links to intelligence and case studies. It is a knowledge base of adversary behaviors and tactics that covers various platforns,
domains, and scenarios. It provides a common language and structure for threat hunters to understand and analyze threats, as well as
to share findings and recommendations.
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A benefit of using a threat hunting framework is that it:

A. Provides actionable, repeatable steps to conduct threat hunting
B. Provides high fidelity threat actor attribution

C. Eliminates false positives

D. Automatically generates incident reports
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A threat hunting framework is a methodology that guides threat hunters in planning, executing, and improving their threat hunting
activities. A benefit of using a threat hunting framework is that it provides actionable, repeatable steps to conduct threat hunting in a
consistent and efficient manner. A threat hunting framework does not automatically generate incident reports, elimnate false
positives, or provide high fidelity threat actor attribution, as these are dependent on other factors such as data sources, tools, and
analysis skills.
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‘Which Falcon documentation guide should you reference to hunt for anomalies related to scheduled tasks and other Windows
related artifacts?

A. Hunting and Investigation

B. Customizable Dashboards

C. MITRE-Based Falcon Detections Framework
D. Events Data Dictionary
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The Hunting and Investigation guide is the Falcon documentation guide that you should reference to hunt for anomalies related to
scheduled tasks and other Windows related artifacts. The Hunting and Investigation guide provides sample hunting queries, select
walkthroughs, and best practices for hunting with Falcon. It covers various topics such as process execution, network connections,
registry activity, scheduled tasks, and more.
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