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B #26

Refer to the exhibit. Which action will FortiGate take if it detects SD-WAN menbers as dead?

end

config system sdwan

set
set

config health-check

end

fail-detect enable
fail-alert-interfaces “port5”

edit “Level3 DNS”
set update-cascade-—-interface enable
set members~ll 2

next

edit) “HY"
set update- cascade-interface enable
set members 3

next

Ee=RHINET

¢ A FortiGate fails over to the secondary device after it detects port5 as dead.

¢ B. FortiGate sends alert messages through poft5 when it detects all SD-WAN members as dead.
¢ C. FoftiGate bounces port5 after it detects all SD-WAN members as dead.

¢ D. FortiGate brings down port5 after it detects all SD-WAN members as dead.
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. Member State Change Actions—Cascade Interfaces

» Shut down alert interfaces, if all members are dead L’O
port5 Internet
» Bring up alert interfaces, if at least one member is ali .0- —
g up | I ' is alive @ A —
+ Use case: Force the LAN to use an alternative path 1 VPN10HG - .AE.:
+ For each SD-WAN instance =

W @ port5
- fail-d o
F- : [ tect enable
For eacl a ’ set [ ¥E-interfaces "port5"
‘ config health-check
edit “Corp HC"
set update-cascade-interface enable

set members 1 2
nexc

Action When Inactive

Update Static Route O edit "HOM
ICascadc Interfaces © l se ipdate-cascade
set members 3
next
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When you enable Cascade Interfaces and configure one or more alert interfaces, one of the following events
occurs:

» FortiGate shuts down the alert interfaces, if all members are dead, for example, because of degraded
performances.
« FortiGate brings up the alert interfaces, if at least one member is alive.

Cascade Interfaces is useful to force the traffic from networks behind the alert interfaces to be routed through
a different device, if all SD-WAN members are dead, which could mean that FortiGate is unable to forward
traffic to the WAN.

HMA #27
You are planning a large SD-WAN deployment with approximately 1000 spokes and want to allow ADVPN between the spokes.

Some remote sites use FortiSASE to connect to the company's SD-WAN hub. Which overlay routing configuration should you use?

A. BGP on loopback with IPsec phase2 selectors for ADVPN shortcut routing,

B. BGP on loopback with dynamic BGP for ADVPN shortcut routing,

C. BGP per overlay with BGP next-hop convergence for ADVPN shortcut routing,
D. BGP per overlay with dynamic BGP for ADVPN shortcut routing,

M
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HP #28
Which two statements are correct when traffic matches the implicit SD-WAN rule? (Choose two.)

A. Traffic does not match any of the entries in the policy route table.

B. Traffic is load balanced using the algorithm set for the v4-ecmp-mode setting,
C. AllSD-WAN rules have the default and gateway setting enabled.

D. The session information output displays no SD-WAN-specific details.

iEﬁ: A\ D



R #29
You manage an SD-WAN topology. You will soon deploy 50 new branches. Which three tasks can you do in advance to simplify
this deployment? (Choose three.)

A. Create policy blueprint.

B. Create a ZTP template.

C. Define metadata variables value for each device.
D. Update the DHCP server configuration.

E. Create model devices.

IEf#: A B. E

HMA #30
Which three factors about SLA targets and SD-WAN rules should you consider when configuring SD-WAN rules? (Choose three.)

A. When configuring an SD-WAN rule, you can select multiple SLA targets from different performance SLAs.

B. Member metrics are measured only if a rule uses the SLA target.

C. When configuring an SD-WAN rule, you can select multiple SLA targets if they are from the same performance SLA.
D. SLA targets are used only by SD-WAN rules that are configured with a Lowest Cost (SLA) strategy.

E. SD-WAN rules can use SLA targets to check whether the preferred members meet the SLA requirements.

Eﬁ: A\ D\ E
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The use of SLA targets is specific to certain SD-WAN strategies. The "Lowest Cost (SLA)" and

"Maximize Bandwidth (SLA)" strategies are explicitly designed to use the configured SLA targets to make routing decisions. The
"Best Quality" strategy uses performance metrics but does not necessarily require or reference SLA targets in the same way, while
"Manual" does not use metrics at all for path selection.

This is a core function of SD-WAN rules with SLA targets. The purpose of configuring an SLA target with specific thresholds for
latency, jitter, and packet loss is to define what is considered

"acceptable” performance for an application. SD-WAN rules then use these targets to check if the members (interfaces) meet these
requirenents before a flow is steered over them, ensuring that a preferred path still offers a good user experience.

FortiGate allows for a single SD-WAN rule to reference multiple, different performance SLAs. This is crucial for complex
deployments where a single SD-WAN rule needs to handle traffic for multiple applications that have distinct performance
requirenents. For exanmple, a single rule might direct VolP traffic based on one performance SLA with strict latency/jitter targets,
while simultaneously handling general web traffic using another performance SLA with more lenient requirements.
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