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H #159
Which of the following is the MOST important privacy consideration when developing a contact tracing application?

e A Retention period for data storage
¢ B. The creation of a clear privacy notice
¢ C. Whether the application can be audited for compliance purposes
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¢ D. The proportionality of the data collected tor the intended purpose
EM#: D
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The proportionality of the data collected for the intended purpose is the most important privacy consideration when developing a
contact tracing application. This means that the application should only collect the mmnimum amount of personal data necessary to
achieve the specific and legitimate purpose of preventing and controlling the spread of COVID-191. The application should also
ensure that the data collected are relevant, adequate, and not excessive in relation to the purpose2. The application should avoid
collecting or processing any data that are not essential for the purpose, such as location data, biometric data, or health data unrelated
to COVID-193. The application should also respect the data minimization principle, which requires that the data are kept for no
longer than necessary for the purpose4. Reference:

European Data Protection Board Guidelines 04/2020 on the use of location data and contact tracing tools in the context of the
COVID-19 outbreak Article 5(1) of the General Data Protection Regulation (GDPR) Article 29 Data Protection Working Party
Opinion 04/2017 on the Proposed Regulation for the ePrivacy Regulation Article 5(1)(e) of the GDPR

M #160
Which of the following can be used to assist with identity verification without access to the actual data?

A. Digital signatures

B. Pretty Good Privacy (PGP)
C. Zero-knowledge proofs

D. Passwordless authentication

Ef#: C
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Zero-knowledge proofs (ZKPs) allow a party to prove possession of a secret or attribute without revealing the secret itself, enabling
privacy-preserving verification. Digital signatures (A) and PGP (B) still mvolve exposure of certain data elements/keys for validation;
passwordless methods (D) change authentication factors, not zero-knowledge verification.

"Zero-knowledge proofs enable verification without disclosure of the underlying data."

R #161
Which of the following deployed at an enterprise level will MOST effectively block malicious tracking of user Internet browsing?

A. Web application firewall (WAF)

B. Desktop antivirus software

C. Domain name system (DNS) sinkhole
D. Website URL blacklisting

Ef: C
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Domain name system (DNS) sinkhole is a technology that redirects malicious or unwanted domain names to alternative destinations,
such as a fake or harmless website, a warning page, or a null address. DNS sinkhole is the most effective technology deployed at an
enterprise level to block malicious tracking of user internet browsing, as it would prevent users from accessing websites that use
tracking technologies, such as cookies, web beacons, or fingerprinting, to collect and analyze user behavior or preferences. DNS
sinkhole would also protect users from other malicious activities, such as malware distribution, phishing attempts, or botnet command
and control. The other options are not as effective as DNS sinkhole in blocking malicious tracking of user internet browsing at an
enterprise level. Web application firewall (WAF) is a technology that monitors and filters incoming and outgoing web traffic to
protect web applications from attacks, such as cross-site scripting (XSS), SQL mjection, or denial-of-service (DoS), but it does not
block malicious tracking of user internet browsing, Website URL blacklisting is a method of blocking access to websites that are
known or suspected to be malicious or harmful, but it does not block malicious tracking of user internet browsing from unknown or
legitimate websites that use tracking technologies. Desktop antivirus software is a technology that scans and removes viruses,
malware, spyware, or other threats from desktop computers or devices, but it does not block malicious tracking of user internet
browsing from websites that use tracking technologies1, p. 92 Reference: 1: CDPSE Review Manual (Digital Version)

M #162



Which of the following is the BEST control to detect potential internal breaches of personal data?

e A Classification of data

e B. User behavior analytics tools

¢ C. Employee background Checks

¢ D. Data loss prevention (DLP) systems

EfE: B
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Explanation

User behavior analytics tools are the best control to detect potential internal breaches of personal data because they monitor and
analyze the activities and patterns of users on the network and systers, and alert or block any anomalous or suspicious behavior that
may indicate unauthorized access, misuse or exfiltration of personal data. Data loss prevention (DLP) systenrs, employee
background checks and classification of data are useful controls to prevent or mitigate internal breaches of personal data, but they
do not necessarily detect them

References:

* CDPSE Review Manual (Digital Version), Domain 2: Privacy Architecture, Task 2.4: Design and/or implement privacy controls1
* CDPSE Certified Data Privacy Solutions Engineer All-in-One Exam Guide, Chapter 3: Privacy Architecture, Section: Privacy
Controls2

M #163
An increase in threats originating from endpoints is an indication that:

A. network audit frequency should increase.

B. extended detection and response should be installed.
C. credential management should be implemented.

D. network protection should be maintained remotely.

IEf#: B
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Extended detection and response (XDR) is a security solution that collects and analyzes data from multiple sources, such as
endpoints, networks, servers, cloud, and applications, to detect and respond to threats in real time. XDR should be installed to
address the increase in threats originating from endpoints, as it provides a holistic and integrated view of the threat landscape, as well
as automated and coordinated actions to contain and remediate the threats. XDR also helps to improve the visibility, efficiency, and
effectiveness of the security operations, as well as to reduce the complexity and costs of managing multiple security tools.
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