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Which of the following are techniques used by malware for maintaining persistence?
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Response:

A. Encrypting all files on the hard drive
B. Installing new services

C. Writing scripts in the startup folder
D. Frequent system reboots

Answer: B,C

NEW QUESTION # 18
Why is it important to regularly review and adjust user privileges within an information system?
Response:

A. To mitigate risks associated with obsolete or unnecessary permissions
B. To ensure that the system remains efficient and user-friendly

C. To comply with international data protection laws

D. To adapt to changes in organizational structure and user responsibilities

Answer: A,D

NEW QUESTION # 19
Which attack against Active Directory domains involves stealing Kerberos tickets from one machine and using them on another?
Response:

A. Golden Ticket attack
B. Silver Ticket attack

C. Pass-the-Ticket attack
D. Pass-the-Hash attack

Answer: C

NEW QUESTION # 20
How does behavioral analysis help in detecting malicious payload execution?
Response:

A. It filters emails based on their content.

B. It monitors applications for behavior that deviates from the norm
C. It prevents users from installing software.

D. It encrypts sensitive data automatically.

Answer: B

NEW QUESTION # 21

Your organization is conducting a threat-hunting exercise. During the process, your team identifies an unfamiliar service running on
several servers, all communicating with an external IP address that has no known business fimction. Upon deeper nvestigation, the
team suspects the presence of a command and control (C2) channel.

What immediate steps should your team take to mitigate the threat and secure the network?

Response:

A. Increase system logging on the servers and wait for more activity to gather evidence

B. Notify all enployees to change their passwords and update their access controls

C. Isolate the affected servers and block communication to the suspicious external IP address
D. Reboot the affected servers and restore them from backup

Answer: C
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