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ISMS-Audit führen oder an einer ISMS-Prüfung teilnehmen möchten. Es soll Einzelpersonen helfen, die Fähigkeiten und Kenntnisse
zu erwerben, die erforderlich sind, um eine effektive und effiziente Prüfung durchzuführen und gleichzeitig ihr Wissen und ihr
Fachwissen im Bereich des Informationssicherheitsmanagements und der Prüfung zu demonstrieren. Die Zertifizierung ist weltweit
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Um für die PECB ISO-IEC-27001-Lead-Auditor-Prüfung zugelassen zu werden, müssen Kandidaten mindestens fünf Jahre
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PECB Certified ISO/IEC 27001 Lead Auditor exam ISO-IEC-27001-Lead-
Auditor Prüfungsfragen mit Lösungen (Q261-Q266):
261. Frage 
During an audit, the audit team leader reached timely conclusions based on logical reasoning and analysis. What professional
behaviour was displayed by the audit team leader?

A. Decisive
B. Open minded
C. Perceptive
D. Ethical

Antwort: A

Begründung:
According to the PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, one of the professional behaviours expected from
an audit team leader is to be decisive, which means to "reach timely conclusions based on logical reasoning and analysis" (page 8).
Being open minded, ethical, and perceptive are also desirable qualities for an audit team leader, but they do not match the
description given in the question. Reference: PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, page 8.

262. Frage 
The audit team leader prepares the audit plan for an initial certification stage 2 audit to ISO/IEC 27001:2022.
Which one of the following statements is true?

A. The organisation should review the audit plan for agreement
B. The audit team leader should plan to interview each employee within the scope
C. The audit team leader should appoint audit team members with IT experience
D. The audit team leader should make sure the audit has the support of a Technical Expert

Antwort: A

Begründung:
Explanation
D: This statement is true because the audit team leader should communicate the audit plan to the audit client and the auditee, and
obtain their approval before conducting the audit12. The audit plan should include the audit objectives, scope, criteria, methods,
schedule, resources, roles and responsibilities, and other relevant information12. The audit plan should also be reviewed and
updated as necessary during the audit process, and any changes should be agreed upon by the audit team leader, the audit client,
and the auditee12. The purpose of reviewing and agreeing on the audit plan is to ensure that the audit is conducted in an efficient and
effective manner, and that the audit expectations and requirements are clear and consistent among all parties involved.
References:
1: PECB Candidate Handbook - ISO 27001 Lead Auditor, page 23 2: ISO 19011:2018 - Guidelines for auditing management
systems, clause 6.4.2

263. Frage 
A property of Information that has the ability to prove occurrence of a claimed event.

A. Accessibility
B. Availability
C. Electronic chain letters
D. Integrity

Antwort: D

264. Frage 
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Which two activities align with the "Check'' stage of the Plan-Do-Check-Act cycle when applied to the process of managing an
internal audit program as described in ISO 19011?

A. Retains records of internal audits
B. Verify effectiveness of the internal audit programme
C. Define audit criteria and scope for each internal audit
D. Review trends in internal audit result
E. Conduct internal audits
F. Update the internal audit programme
G. Establish a risk-based internal audit programme

Antwort: B,D

Begründung:
Explanation
The Check stage of the PDCA cycle involves monitoring and measuring the performance of the process and comparing it with the
planned objectives and criteria. In the context of managing an internal audit programme, this stage includes verifying the effectiveness
of the internal audit programme by evaluating whether it meets its objectives, scope, and criteria, and whether it is implemented in
accordance with ISO 19011 guidelines1. It also includes reviewing the trends in internal audit results by analyzing the data collected
from the audits, such as audit findings, nonconformities, corrective actions, opportunities for improvement, and customer feedback1.
References: ISO 19011:2018 - Guidelines for auditing management systems

265. Frage 
What is the security management term for establishing whether someone's identity is correct?

A. Authentication
B. Authorisation
C. Identification
D. Verification

Antwort: A

Begründung:
Explanation
Authentication is the security management term for establishing whether someone's identity is correct.
Authentication is the process of verifying the identity of a person or entity that claims to be who or what they say they are.
Authentication can be based on something the person or entity knows (e.g. a password or a PIN), something they have (e.g. a token
or a smart card), something they are (e.g. a biometric feature or a behavioural pattern), or a combination of these factors.
Authentication is used to ensure that only authorized parties can access information or resources that they are entitled to. ISO/IEC
27001:2022 defines authentication as "provision of assurance that a claimed characteristic of an entity is correct" (see clause
3.5). References: [CQI & IRCA Certified ISO/IEC 27001:2022 Lead Auditor Training Course], ISO/IEC
27001:2022 Information technology - Security techniques - Information security management systems - Requirements, [What is
Authentication?]

266. Frage
......
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