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Fortinet FCSS - LAN Edge 7.6 Architect Sample Questions (Q120-Q125):

NEW QUESTION # 120
What is the default behavior of a factory-reset FortiGate with internet access and no configuration?
Response:

A. Tt waits for manual config via console

B. It self-registers to FortiManager via FortiDeploy
C. It requests a dynamic IP from DHCP

D. It starts in transparent mode

Answer: B

NEW QUESTION # 121

Which features can FortiManager centrally control on FortiAPs?
(Choose two)

Response:

A. Radio profile

B. Cellular modem routing
C. SSID broadcast

D. IPsec tunnel creation

Answer: A,C

NEW QUESTION # 122
What is the default RSSO attribute FortiAuthenticator uses to group users?
Response:

A. Filter-ID
B. Class

C. Group-ID
D.CN

Answer: A

NEW QUESTION # 123
Refer to the exhibits.
VAP configuration
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The exhibits show the VAP configuration. Wi-Fi SSIDs. and zone table.
Which two statements describe how FortiGate handles VLAN assignment for wireless clients? (Choose two.)

e A FortiGate will load balance clients using VLAN 101 and VLAN 102 and assign them an IP address fromthe 10.0.3.0/24
subnet.

e B. Clients connecting to APs in the Office group will be assigned to VLAN 102.

e C. All clients connecting to the Corp Zone will receive an IP address fromthe 10.0.20.0/24 subnet.

e D. Clients connecting to APs in the Floor 1 group will not be able to receive an IP address.

Answer: B,D

Explanation:

The VAP configuration clearly showsVLAN pooling using WTP-groups:
set vlan-pooling wtp-group

config vlan-pool

edit 101

set wtp-group "Floor 1"

edit 102

set wtp-group "Office"

How VLAN assignment works in this mode

'VLAN-pooling with wtp-group modemeans:

* Each AP group (WTP group) is tied to exactly one VLAN in the pool.
* The FortiGate doesnot load balance VL ANS.

* Instead, VLANS are mappedper AP group, not per client.

Now verify each answer option:

A). FortiGate will load balance clients using VLAN 101 and 102...
#Incorrect.

FortiGatedoes NOT load-balance clientswhen vian-pooling is set towtp-group.
Each AP group receivesonly the VLAN mapped to it.

B). All clients in the Corp zone get IPs from 10.0.20.0/24

#Incorrect.

In the Wi-Fi zone table, onlyCorp.102has an IP subnet:

* Corp.101 #0.0.0.0/0.0.0.0(no IP assigned # clients get no DHCP)

* Corp.102 #10.0.20.1/255.255.255.0

Thus, clients associated to VLAN 101cannotget IPs.

C). Clients connecting to APs in the Floor 1 group cannot receive an IP address
#Correct.

Reason:

* Floor 1 WTP-group # VLAN101

* VLAN 101 hasno IPin the Wi-Fi table #0.0.0.0/0.0.0.0

* No DHCP =Clients receive no IP address

D). Clients connecting to APs in the Office group will be assigned to VLAN 102
#Correct.



Reason:

* Office WTP-group maps to VLAN102

* VLAN 102 has subnet10.0.20.0/24

* So Office group clients get an IP in that range

NEW QUESTION # 124

A network administrator connects a new FortiGate to the network, allowing it to automatically discover andl register with
FortiManager.

What occurs after FortiGate retrieves the FortiManager address?

A. FortiGate establishes a secure tunnel to FortiManager over TCP port 541.

B. FortiGate configures its interface settings based on a DHCP response from FortiManager.

C. The device needs to be manually authorized on FortiManager.

D. FortiGate sends a discovery request to all devices on the local network using UDP port 1068.

Answer: A

Explanation:

When a FortiGate is deployed usingZero Touch Provisioning (ZTP)or auto-discovery:

* FortiGate retrieves theFortiManager [P address(from DHCP Option 240, FortiCloud/ZTNA provisioning, or manual set).

* The next step isnot Ul authorizationor DHCP changes-it immediately attempts to form aFGFM (FortiGate- FortiManager) tunnel.
* The FGFM protocol usesTCP port 541to establish a secure management channel.

FortiManager will still require manual authorization of the deviceinside FortiManager, but this occursafter the tunnel is established.
Therefore, the first automatic action after retrieving the FMG address iscreating the secure FGFM tunnel on TCP/541.

NEW QUESTION # 125

Now passing FCSS LED AR-7.6 exam s not easy, so choosing a good training tool is a guarantee of success to get the
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