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PR #118

Which of the following is NOT a common attack vector in compromising Kerberos authentication within an Active Directory
domain?

Response:

A. Silver Ticket

B. Pass-the-Ticket
C. DNS Spoofing
D. Golden Ticket

pd

=

o

: C

PR #119
Which techniques should be applied to secure applications during the design phase of the software development lifecycle?
Response:
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A. Inplementing role-based access control

B. Using encryption for data protection

C. Conducting security audits

D. Integrating security requirements with fnctional requirements

%R ABD

Fi =8 #120
What is a common method by which malware ensures its persistence on a host system after reboot?
Response:

A. Modifying user profiles

B. Registering a new user account

C. Deleting system logs

D. Adding entries to the Windows Registry

ZX: D

R #121
The tool commonly used for automated penetration testing that simulates an attack from the attacker's perspective is called

Response:

¢ A. Metasploit
e B. Snort

e C. Wireshark
e D. Nessus

ER: A

PR #122
What is the significance of analyzing Windows event logs in the context of detecting lateral movement?
Response:

e A. To track changes in system configuration

¢ B. To ensure compliance with data protection regulations
¢ C. To monitor system performance

e D. To identify unauthorized access attempts

ZE: D
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