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H #54
Which of the following are valid methods for forwarding Event information from Deep Secu-rity? Select all that apply.

¢ A Security Information and Event Management (SIEM)

¢ B. Simple Network Management Protocol (SNMP)

¢ C. Amazon Simple Notification Service (SNS)

¢ D. Deep Security Application Programming Interface (API)

Ef#: A B. C

L2

You can configure Deep Security Manager to instruct all managed computers to send logs to a SI-EM, Amazon Sinple Notification
Service or SNMP computers.

Explication: Study Guide - page (322)

B #55
Which of the following correctly identifies the order of the steps used by the Web Reputation Protection Module to determine if
access to a web site should be allowed?

e A. Checks the cache. 2. Checks the Approved list. 3. Checks the Deny list. 4. If not found in any of the above, retrieves the
credibility score from the Rating Server. 5. Evaluates the credibility score against the Security Level to determine if access to
the web site should be allowed.

¢ B. Checks the cache. 2. Checks the Deny list. 3. Checks the Approved list. 4. If not found in any of the above, retrieves the
credibility score from Rating Server. 5. Evaluates the credibility score against the Security Level to determine if access to the
web site should be allowed.

e C. Checks the Approved list. 2. Checks the Deny list. 3. Checks the cache. 4. If not found in any of the above, retrieves the
credibility score from the Rating Server. 5. Evaluates the credibility score against the Security Level to determine if access to
the web site should be allowed.

e D. Checks the Deny list. 2. Checks the Approved list. 3. Checks the cache. 4. If not found in any of the above, retrieves the
credibility score from Rating Server. 5. Evaluates the credibility score against the Security Level to determine if access to the
web site should be allowed.

Ef: C

HH #56
Which of the following statements is true regarding the use of the Firewall Protection Module in Deep Security?

e A The Firewall Protection Module can detect and block Cross Site Scripting and SQL In-jection attacks.


https://www.japancert.com/Deep-Security-Professional.html

¢ B. The Firewall Protection Module can check files for certain characteristics such as compression and known exploit code.
e C. The Firewall Protection Module can prevent DoS attacks coming from muiltiple systerns.
¢ D. The Firewall Protection Module can identify suspicious byte sequences in packets.

IEf#: C

HE #57
Which of'the following statements is true regarding Firewall Rules?

¢ A Firewall Rules applied to Policy supersede similar rules applied to individuals computers.

¢ B. When traffic is intercepted by the network filter, Firewall Rules in the policy are always applied before any other
processing is done.

¢ C. Firewall Rules are always processed in the order in which they appear in the rule list, as displayed in the Deep Security
manager Web console.

¢ D. Firewall Rules applied through a parent-level Policy cannot be unassigned in a child-level policy.

Ef#E: D

HM #58
Policies in Deep Security can include a Context value. Which of the following statements re-garding Context is correct?

e A The Context provides Deep Security Agents with location awareness and are associated with Web Reputation Rules only.

¢ B. The Context provides Deep Security Agents with location awareness and are associated with Firewall and Intrusion
Prevention Rules.

¢ C. The Context provides Deep Security Agents with location awareness and are associated with Anti- Malware and Web
Reputation Rules.

¢ D. The Context provides Deep Security Agents with location awareness and are associated with Log Inspection and Integrity
Monttoring Rules.

iIFf@#: B

fEEL:

The Context setting in Deep Security policies gives agents location awareness (such as "Office," "Data Center," or "Untrusted"),
which affects Firewall and Intrusion Prevention rules. The context can change dynamically based on network/environment, allowing
adaptive protection.

From the official documentation:

"Context provides location awareness and is associated with Firewall and Intrusion Prevention rules, allowing policies to adapt rule
application based on the protected computer's environment." Option B is correct.

Options A, C, D are incorrect (context is not associated with Anti-Malware, Web Reputation, Log Inspection, or Integrity
Monttoring rules).

References:

Trend Micro Deep Security Help: Context Awareness

Deep Security 20 LTS Administrator’s Guide - Policy Context
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