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i =8 #36

Which two benefits does fuzzing provide during vulnerability assessment?
(Choose Two)

Response:

¢ A Discovery of vulnerabilities that require detailed manual analysis
¢ B. Testing a broad range of input combinations

e C. Improving network traffic analysis

¢ D. Automation of vulnerability discovery

Z%: BD

i RE #37
In the context of network manipulation, what is the primary goal of privilege escalation attacks?
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Response:

¢ A To perform data validation

¢ B. To gain unauthorized access to system resources
¢ C. To disrupt network services

¢ D. To encrypt network traffic

EX: B

i =8 #38
‘What common vulnerability in cryptographic implementations allows attackers to decrypt information?
Response:

A. Use of non-random IV in CBC mode
B. Insufficient key length

C. Insecure key storage

D. Use of default encryption keys

ER: A

PR #39

Which of the following are effective methods to bypass network segmentation?
(Choose Two)

Response:

¢ A Blugjacking

¢ B. Route poisoning

¢ C. Firewall penetration testing
¢ D. VLAN hopping

Z%: BD

FIRE #40

Which two operations are handled by the heap in Linux memory management?
(Choose Two)

Response:

A. Storing local finction variables

B. Keeping track of function call returns

C. Managing memory for objects created at runtime
D. Dynamic memory allocation

ZE: CD
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