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BHE#77

An XSIAM engineer is tasked with optimizing a correlation rule that triggers on 'Multiple Failed Login Attempts followed by
Successful Login from a New Device'. This rule is generating an excessive number of alerts for legitimate user password resets.
‘Which of the following modifications to the XSIAM correlation rule logic would best optimize its performance and accuracy while
minimizing false positives for this specific scenario?

A. Modify the rule to only trigger if the successful login originates from an [P address categorized as 'malicious' by external

threat intelligence feeds.

B. Change the aggregation function for failed login attempts from 'count’ to 'sum’ and introduce a 'group by' clause for

'application_name'.

C. Create a separate suppression rule that silences alerts for 24 hours if'a user performs a password reset via the

organization's self-service portal.

D. Increase the number of required failed login attempts to 20 within a S-minute window and decrease the time window for

successful login to 30 seconds.

E. Add an exclusion filter to the rule that ignores events where the 'device id' for the successful login is present in a

'known user_devices' lookup list and the 'user_agent' matches common browser strings.

EM: E
R

Option B directly addresses the false positive scenario of legitimate password resets. By excluding known devices or common
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browser agents, the rule can distinguish between a user resetting their password on a new but legitimate device (like a new laptop)
and an attacker. Option A might reduce some false positives but could also miss legitimate attacks. Option C is too restrictive and
would miss insider threats or attacks from previously unknown IPs. Option D is irrelevant to the problem Option E is a reactive
suppression, not a proactive optimization of the detection logic itself

HME #78

Consider an XSIAM environment where the XDR Collectors are deployed as Docker containers orchestrated by Kubernetes. A
new XDR Collector image version (2.5.0) has been released, and you need to performa controlled update across your cluster.
Your current deployment uses a Helm chart. Which of the following kubectl commands, when used in conjunction with a modified
Helm chart value for the image tag, would facilitate a rolling update with zero downtime, assuming the Helm chart is correctly

configured for rolling updates?

° lehelm upgrade xdr-collectors ./xdr-gollector-chart --set image.tag=2.5.@
e D

Ikubectl delete pod -1 app=xdr-collector && kubectl apply -f collectors—deployment.yamq

Ef: C
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‘When managing applications deployed via Helm, the standard and most effective way to perform updates, especially rolling updates,
is through "helm upgrade'. By modifying the 'image.tag value in the Helm chart (either directly in 'values.yanr or via '-set' as shown),
Helm will intelligently detect the change and perform a rolling update on the Kubernetes deployment, ensuring zero downtime if the
deployment strategy is set to 'RollingUpdate' (which is the default for most Helm charts). Options A, B, D, and E are either less
appropriate for a Helmrmanaged application, cause downtime, or are not the primary mechanism for an image update through Helm.

R #79

A security engineer is tasked with integrating a custom+-built internal application's security audit logs into XSIAM. The application
generates JSON formatted logs directly to a dedicated S3 bucket in AWS. The logs contain critical information like user actions,

access attempts, and configuration changes. The requirement is to ingest these logs efficiently and ensure they are properly parsed
for XSIAM's analytics and correlation engines, while minimizing custom development within XSIAM. Which XSIAM integration

approach is most suitable?

¢ A. Configure an AWS S3 trigger to invoke an AWS Lambda function that pushes the JSON logs to an XSIAM Broker via
syslog, then create a custom parser in XSIAM.

¢ B. Configure the S3 bucket to directly send notifications to an SN'S topic, which then triggers an HTTPS endpoint on an
XSIAM Data Broker to ingest the raw JSON.

e C. Use an XSIAM Playbook to periodically query the S3 bucket via the AWS S3 API, then parse the JSON within the
playbook and push the data using the XSIAM Event Ingest API.

e D. Set up an XSIAM Data Collector on an EC2 instance within the AWS VPC, which pulls logs fromthe S3 bucket using
the AWS SDK, then forwards them to XSIAM's Data Lake. XSIAM's auto-parsing for JSON can be leveraged, or a
minimal custom parser defined if needed.

¢ E. Manually download the JSON logs from S3 daily and upload them to XSIAM's Data Lake via the XSIAM UI for batch

processing.
Ef#: D
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Setting up an XSIAM Data Collector (Broker) within the AWS VPC to pull logs directly from S3 is an efficient and scalable
approach. XSIAM Brokers are designed for data collection from various sources, including cloud storage. XSIAM has strong
capabilities for parsing JSON, often requiring only minimal configuration or custom parsing, This avoids the complexity of Lambda
functions for simple ingestion and provides a robust, resilient ingestion pipeline. Using playbooks for direct ingestion might be less
efficient for high volumes of raw log data compared to a dedicated data collector.
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An XSIAM engineer needs to create a custom.gentht pack that includes a‘niew.integration for a proprietary internal vulnerability
scanner. This integration will define several comimands, one of which.is get “¢can_results, which accepts a scan_id and returns a JSON
object containing scan findings. Another command, trigger scangpinitiates a scan and returns a scan_id. Which of the following
components are absolutely essential for defining and making these commands usable within XSIAM playbooks, and what consideration
is crucial for get scan results?

O An Integration YAML file, a Python script implementing the.eemimands, and a Mapper for trigger_scan output.

1

Crucial consideration for get_scan_results: Ensyréfihe outn ;o= W18 Sehema is strictly adhered tosfor XSIAM's Ul rendering.

2 An Integration YAML file, a Python script implenit.«ng the'eommands, and a Parser for get. scan_results.
Crucial consideration for get_scan_results: Implement polling logic within the semmand'if the vulnerability scanner's API is asynchronous.

2 An Automation Rule, a Playbook that calls the commands, and a Dashboard Widget to display results.
Crucial consideration for get_scan_results: Optimize API calls to prevent rate limiting on the scanner.

O A Data Connector for continuous ingestion of scanresults, and Correlation Rules to identify vulnerabilities.
Crucial consideration for get_scan_result<:Define specific data types for all returned fields in the XSIAM schema.

©  Only a Python script with the commands is sufficient; XSIAM automatically detects and registers them.
Crucial consideration for get_scan_results: Manage pagination if the scan results are large.

A. Option C
B. Option B
C. Option A
D. Option D
E. Option E

IEf#: B
fEEH s

To define custom integrations and their commands in XSIAM, you absolutely need an Integratiop™¥AML file (which deseribés the

integration, its parameters, and the commands it supports) and a Python script that impleménts the actual Ibg‘ g Sommand. A Parser is
essential for get _scan_results to transform the raw JSON output from the vulnerability. seanner into structured XSIAM data (e.g., incidents,
artifacts, or indicators) that can be easily consumed by playbooks, searalf;and the Ul. Crucially, for get scan_results, if trigger scanis
asynchronous (which is common for long-running scans), the ge®p=tan r2ults command's implementation in the Python script must often
include polling logic . This means it repeatedly queries the Seanner's API for the status of the scan using the scan_id until the results are ready, or
a timeout is reached. This is a common design pattern for'integrating with asynchronous external systems. Options A, C, D, E miss these
fundamental requirements or considerations:

M #81

An organization is migrating its cloud infrastructure from AWS to Azure, while simultaneously planning for XSIAM adoption. They
heavily utilize serverless functions (AWS Lambda, Azure Functions) and containerized applications (EKS, AKS). What challenges
might arise in collecting comprehensive telemetry from these ephemeral and dynamic cloud-native components, and how does
XSIAM address these?

e A. Challenge: Inability to deploy traditional network-based sensors. XSIAM addresses this by performing agentless network
scanning of the cloud environment.

¢ B. Challenge: Dynamic scaling and short lifespans make consistent monitoring difficult. XSIAM addresses this by integrating
directly with cloud provider APIs (e.g., CloudWatch, Azure Monitor, Activity Logs) and leveraging specialized collectors for
container runtime security (e.g., Cortex XDR for Containers).

e C. Challenge: Lack of persistent file systens for log storage. XSIAM addresses this by automatically deploying dedicated
persistent storage volumes for each serverless fimction and container.

e D. Challenge: Ephemeral nature makes traditional agent deployment difficult. XSIAM addresses this by requiring agents to be
baked into container images and serverless runtimes.

e E. Challenge: Increased network egress costs due to telemetry forwarding. XSIAM addresses this by compressing all
telemetry data by 95% before ingestion.

Ef#: B

s

Ephemeral and dynamic cloud-native components (serverless, containers) present significant challenges for traditional monitoring,
Their short lifespans and frequent scaling make persistent agent deployment or manual log configuration impractical. XSIAM tackles
this by leveraging direct API integrations with cloud providers' native logging and monitoring services (e.g., AWS CloudWatch,



Aziure Monitor, Azire Activity Logs) and specialized collectors for container environments (Cortex XDR for Containers). This
allows XSIAM to ingest logs, metrics, and runtime activity from these dynamic workloads without requiring a persistent agent on
every ephemeral instance.

B #82
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