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CrowdStrike Falcon Administrator Sample Questions (Q67-Q72):

NEW QUESTION # 67
What is the purpose of using groups with Sensor Update policies in CrowdStrike Falcon?

e A To allow the controlled assignment of sensor versions onto specific hosts

¢ B. To prioritize the order in which Falcon updates are installed, so that updates are not installed all at once leading to network
congestion

e C. To group hosts according to the order in which Falcon was installed, so that updates are installed in the same order every
time

e D. To group hosts with others in the same business unit

Answer: A

Explanation:

The purpose of using groups with Sensor Update policies in CrowdStrike Falcon is to allow the controlled assignment of sensor
versions onto specific hosts. This allows users to manage the sensor updates for different hosts based on their needs and
preferences, such as testing, staging or production. The other options are either incorrect or not related to using groups with Sensor
Update policies.

NEW QUESTION # 68
Even though you are a Falcon Administrator, you discover you are unable to use the "Connect to Host" feature to gather additional
information which is only available on the host. Which role do you need added to your user account to have this capability?

A. Falcon Investigator

B. Endpoint Manager

C. Remediation Manager
D. Real Time Responder

Answer: D

Explanation:
The Real Time Responder role allows users to use the "Connect to Host" feature to gather additional imformation from the host, such
as running processes, registry keys, files, etc. The other roles do not have this capability.

NEW QUESTION # 69
You are tasked with creating a "Workstations" host group to encompass ALL workstations in your environment.
‘Which dynamic grouping criteria would best accomplish this task?

A. Site: Workstation

B. Type: Workstation

C. Platform: Windows

D. Grouping Tags: Workstation

Answer: B

NEW QUESTION # 70

Detections related to a penetration test on a particular server are currently generating thousands of entries in the console. Your
leadership does not need to track the detections in Falcon.

‘What should you do to allow your teamto focus on more relevant detections?

¢ A Delete the detections in the console and contain the server undergoing the test
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¢ B. Temporarily disable detections for the server in Host Management and re-enable after the test is done
¢ C. Permanently disable detections for the server in Host Management
¢ D. Create a Fusion Workflow to email the SOC team every time the penetration test generates a detection

Answer: B

NEW QUESTION # 71
Which of'the following prevention policy settings monitors contents of scripts and shells for execution of malicious content on
compatible operating systens?

A. Suspicious Scripts and Commands
B. Engine (Full Visibility)

C. Script-based Execution Monitoring
D. FileSystem Visibility

Answer: C

Explanation:

The prevention policy setting that monitors contents of scripts and shells for execution of malicious content on compatible operating
systens is Script-based Execution Monitoring. Script- based Execution Monitoring is a feature that enables the Falcon sensor to
monitor and prevent malicious script execution on Windows systens. The feature uses machine learning and behavioral analysis to
detect suspicious scripts or commands executed by various script interpreters, such as PowerShell, WScript, CScript, or Bash. You
can enable or disable Script- based Execution Monitoring in the Prevention Policy for Windows hosts.

NEW QUESTION # 72
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