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You are troubleshooting VoIP WLAN issues. When performing a PING to a remote device that would be involved in a call link,
you see that the time value averages 220 milliseconds.
How much extra delay beyond that recommend for VoIP links is in this link?

A. There is not enough information because the PING command give round-trip-times
B. There is no extra delay beyond that recommended, instead there is 80 milliseconds less
C. There is 70 milliseconds more delay than recommended
D. There is 80 milliseconds more delay than recommended

Answer: B

NEW QUESTION # 90 
How many frames make up the Group Key Handshake excluding any Ack frames that may be required?

A. 0
B. 1
C. 2
D. 3

Answer: A

Explanation:
The Group Key Handshake consists of two frames excluding any Ack frames that may be required. The Group Key Handshake is
used to distribute and update the Group Temporal Key (GTK) for encrypting broadcast and multicast traffic. The AP initiates the
Group Key Handshake by sending a Group Key Message
1 frame to a STA, which contains the new GTK and other information. The STA responds with a Group Key Message 2 frame to
the AP, which confirms the receipt of the GTK and other information. After this, both the AP and the STA can use the new GTK for
encryption and decryption of broadcast and multicast traffic .
References: CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 7:
802.11 Security, page 246; CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 7: 802.11
Security, page 247.

NEW QUESTION # 91 
Where would you look in a packet trace file to identify the configured Minimum Basic Rate (MBR) of a BSS?

A. Supported Rates & Extended Supported Rates elements in a Beacon frame
B. In the MBR Information Element in an Association Response frame
C. In the Minimum Basic Rate Element in a Beacon frame
D. In the MBR Action frame

Answer: A

Explanation:
The configured Minimum Basic Rate (MBR) of a BSS can be identified by looking at the Supported Rates and Extended Supported
Rates elements in a Beacon frame. A Beacon frame is a type of management frame that is transmitted by an AP to advertise its
presence and capabilities to potential clients. A Beacon frame contains various information elements (IEs) that provide details about
the BSS configuration and operation.
The Supported Rates and Extended Supported Rates IEs list the data rates that are supported by the AP for data transmission. The
MBR is the lowest data rate among these supported rates that is required for all clients to join and communicate with the BSS. The
MBR is usually marked with a flag bit in these IEs to indicate its mandatory status. The other options are not correct, as they do not
exist or do not indicate the MBR of a BSS. References: [Wireless Analysis Professional Study Guide CWAP-405], Chapter 5:
802.11 MAC Sublayer, page 123-124

NEW QUESTION # 92 
When configuring a long-term, forensic packet capture and saving all packets to disk which of the following is not a consideration?

A. Individual trace file size
B. Real-time packet decodes



C. Analyzer location
D. Total capture storage space

Answer: B

Explanation:
Real-time packet decodes are not a consideration when configuring a long-term, forensic packet capture and saving all packets to
disk. Real-time packet decodes are useful for live analysis and troubleshooting, but they consume CPU and memory resources that
could affect the performance of the capture process. For a long- term, forensic packet capture, it is more important to consider the
analyzer location, the total capture storage space, and the individual trace file size. These factors affect the quality and quantity of the
captured packets and the ease of post-capture analysis34 References:
* CWAP-405Study Guide, Chapter 2: Protocol Analysis, page 49
* CWAP-405Objectives, Section 2.1: Configure protocol analyzers

NEW QUESTION # 93 
What is the formula used to calculate the Duration field value in an RTS frame?

A. RTS Duration field = Data or management to be sent frame duration
B. RTS Duration field = Data or management frame to be sent duration + CTS duration + one ACK duration + three SIFS
C. RTS Duration field = CTS duration
D. RTS Duration field = Data or management frame to be sent duration + CTS duration

Answer: B

NEW QUESTION # 94
......
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