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with the three versions, but also the displays are the same with the according version of our CY0-001 learning guide.

CompTIA SecAI+ Certification Exam Sample Questions (Q85-Q90):
NEW QUESTION # 85 
Which of the following is required first in order to send a prompt query and response in a language model (LLM) system when
authentication is enabled?

A. Endpoint access control
B. Application programming interface gateway
C. Back-end access gateway
D. Front-end web proxy gateway

Answer: A

Explanation:
When authentication is enabled, the first requirement for sending a prompt query and receiving a response is endpoint access control.
It ensures only authenticated and authorized users or systems can interact with the LLM endpoint.

NEW QUESTION # 86 
User experience is declining since the launch of a large language model (LLM) in internal networks. Which of the following should be
the highest priority for the prompt engineers?

A. Sales life cycle
B. Customer success management
C. Quality control
D. Business objectives

Answer: C

Explanation:
When user experience is declining after an LLM launch, the top priority for prompt engineers is quality control. Ensuring prompts
produce accurate, relevant, and safe outputs directly improves usability and restores user trust.

NEW QUESTION # 87 
Which IR document defines who must be contacted during a breach and within what timeframe?

A. Lessons-learned report
B. Chain of custody form
C. Communications plan
D. Business Impact Analysis (BIA)

Answer: C

Explanation:
The communications plan specifies notification roles and timelines.

NEW QUESTION # 88 
A security engineer needs to monitor an AI-based system for runtime operations. The engineer is mostly concerned about the
visibility of internal activity. Which of the following is the most appropriate monitoring solution?

A. Implementing a web application firewall (WAF) with header logging
B. Relying on vendor model controls and monitoring prompt inputs
C. Enabling stack call and debugging level traces at the function level
D. Deploying a security information and event management (SIEM) tool

Answer: C
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Explanation:
For runtime visibility into internal activity of an AI system, the most suitable control is enabling stack calls and debugging-level traces.
This provides granular insights into function-level execution, dependencies, and operations, which directly supports monitoring of
runtime behavior.

NEW QUESTION # 89 
Which log type is MOST useful for detecting DNS tunneling?

A. Authentication logs
B. DNS query logs
C. Netflow logs only
D. Firewall allow logs

Answer: B

Explanation:
DNS logs reveal abnormal query lengths and frequencies typical of tunneling.

NEW QUESTION # 90
......
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