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ISA/IEC 62443 Cybersecurity Fundamentals Specialist Sample Questions
(Q149-Q154):

NEW QUESTION # 149
Which of the following is a recommended default rule for IACS firewalls?
Available Choices (select all choices that are correct)

e A Block all traffic by default.

e B. Allow IACS devices to access the Internet.

e C. Allow traffic directly from the IACS network to the enterprise network.
e D. Allow all traffic by default.

Answer: A
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NEW QUESTION # 150
‘Which of'the following is an element of monitoring and improving a CSMS?
Auvailable Choices (select all choices that are correct)

A. Restricted access to the industrial control system to an as-needed basis
B. Significant changes in identified risk round in periodic reassessments

C. Review of system logs and other key data files

D. Increase in staff training and security awareness

Answer: C,D

Explanation:

Monttoring and improving a Cybersecurity Management System (CSMS) as per ISA/IEC 62443 standards involves several key
activities that ensure the system remains effective and responsive to emerging threats.

Two critical elements of this ongoing process are:

A). Increase in staff training and security awareness: Regular training and increasing security awareness among staff are vital to
maintaining a secure operating environment. This proactive measure helps in reducing human error and enhancing the ability to
respond effectively to cybersecurity incidents.

D). Review of system logs and other key data files: Continuous review and analysis of system logs and other relevant data files are
essential for detecting, investigating, and responding to potential security incidents.

This monitoring helps in identifying anomalies that may indicate a security breach or operational issues needing attention.

NEW QUESTION # 151
‘What is Modbus?

e A. A programming language

¢ B. A type of industrial machinery

e C. A network security standard

¢ D. A serial communications protocol

Answer: D

Explanation:

Modbus is defined as a serial communication protocol widely used in industrial environments to enable communication among
devices such as PLCs, sensors, and actuators.

From ISA/IEC 62443-1-1 (Terminology, Concepts, and Models), Modbus is mentioned in the context of commumication protocols:
"Many IACS use legacy communication protocols (e.g., Modbus, DNP3) that were not originally designed with cybersecurity in
mind." Modbus was developed in 1979 by Modicon and operates over serial lines (RS-232, RS-485) or over Ethernet as Modbus
TCP/IP. It follows a master/slave or client/server architecture.

Incorrect Options:

A). A programming language - Modbus is not a language; it's a protocol.

B). A network security standard - It lacks built-in security; it is a communication protocol, not a security standard.

O). A type of industrial machinery - It facilitates communication between machinery, but is not machinery itself.

References:

ISA/TEC 62443-1-12007 - "Terminology, Concepts, and Models"

Ofticial ISA/IEC 62443 Study Guide

NEW QUESTION # 152
Which statement BEST describes the enforceability of standards?

A. Courts never consider standards when determining liability.
B. Standards have criminal penalties for non-compliance.

C. Compliance with standards is voluntary.

D. Standards are always legally binding and nust be followed.

Answer: C

Explanation:
Standards like ISA/IEC 62443 are generally voluntary unless they are incorporated into law, regulation, or contractual obligation.



However, they can be used in legal proceedings to determine whether an organization met its duty of care.

"Compliance with standards is generally voluntary, but standards may become mandatory if referenced in laws, regulations, or
contracts. Courts may consider them in liability cases."

- ISA/IEC 62443-1-1:2007 - Clause 5.3 - Relationship to Regulatory Requirements Therefore, while not automatically legally
binding, standards can have significant regulatory and legal influence.

References:

ISA/IEC 62443-1-1:2007 - Clause 5.3

ISO/IEC Guide 2 - Terminology for standardization

NEW QUESTION # 153
What is TRUE regarding safety systems?

A. No dedicated malware has been found targeting safety systens specifically.

B. By integrating control and safety systems via Modbus TCP, cybersecurity risks are at a tolerable level.
C. Even the most modern and sophisticated safety systems can be defeated by an attacker.

D. Safety systens are an independent protection layer and as such have no cybersecurity vulnerabilities.

Answer: C

Explanation:

Even the most modern and sophisticated safety systems can be defeated by an attacker. This statement is validated by the discovery
of malware specifically targeting safety instrumented systens (SIS), such as the

"Tritor/ Trisis" malware that compromised the SIS of a petrochemical plant. Safety systens, while designed as independent
protection layers, are not immune to cybersecurity vulnerabilities and require specific countermeasures. Integration, such as using
Modbus TCP, does not inherently reduce risk to a tolerable level without additional controls.

Reference: ISA/IEC 62443-3-3:2013, Section 4.2.2; ISA/IEC 62443-1-1:2007, Section 3.2.4; ISA/IEC 62443-

2-122009, Section 4.2.3.2; TRITON/TRISIS incident case studies.

NEW QUESTION # 154
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