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WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam Sample
Questions (Q27-Q32):
NEW QUESTION # 27 
A forensic investigator is acquiring evidence from an iPhone.
What should the investigator ensure before the iPhone is connected to the computer?

A. That the phone avoids syncing with the computer
B. That the phone is in jailbreak mode
C. That the phone is powered off
D. That the phone has root privilege

Answer: A

Explanation:
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Comprehensive and Detailed Explanation From Exact Extract:
Before connecting an iPhone to a forensic workstation, the investigator must ensure that the phone doesnotsync with the computer
automatically. Automatic syncing may alter, delete, or overwrite evidence stored on the device or the computer, compromising
forensic integrity.
* Jailbreak mode is not necessary and can complicate forensic analysis.
* Powering off the device prevents acquisition of volatile data.
* Root privileges (jailbreak) may aid access but are not mandatory before connection.
NIST mobile device forensic guidelines emphasize disabling automatic sync to preserve data integrity during acquisition.

NEW QUESTION # 28 
Which technique allows a cybercriminal to hide information?

A. Steganography
B. Cryptography
C. Steganalysis
D. Encryption

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Steganography is the technique of hiding information within another file, message, image, or medium to conceal the existence of the
information itself. It differs from encryption in that the data is hidden, not just scrambled.
* Steganalysis is the detection or analysis of hidden data.
* Encryption and cryptography involve scrambling data but do not inherently hide its existence.
NIST and digital forensics guidelines define steganography as the art of concealed writing or data hiding, used by criminals to evade
detection.

NEW QUESTION # 29 
A police detective investigating a threat traces the source to a house. The couple at the house shows the detective the only computer
the family owns, which is in their son's bedroom. The couple states that their son is presently in class at a local middle school.
How should the detective legally gain access to the computer?

A. Search immediately without consent due to emergency
B. Wait for the son to return and ask for consent
C. Get a warrant without consent
D. Obtain consent to search from the parents

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
To legally search the computer located in the home, the detective must obtain consent from someone with authority over the
premises - in this case, the parents. Parental consent is generally sufficient for searches within their household unless other legal
considerations apply. This ensures compliance with constitutional protections against unlawful searches.
* Obtaining valid consent is a fundamental requirement under the Fourth Amendment for legal search and seizure.
* Forensic investigators must avoid searches without proper consent or a warrant to maintain admissibility of evidence.
Reference:NIST SP 800-101 and standard forensic ethics protocols emphasize obtaining lawful consent or warrants prior to
accessing digital evidence.

NEW QUESTION # 30 
Which Windows component is responsible for reading the boot.ini file and displaying the boot loader menu on Windows XP during
the boot process?

A. BOOTMGR
B. NTLDR
C. BCD



D. Winload.exe

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
NTLDR (NT Loader) is the boot loader for Windows NT-based systems including Windows XP. It reads the boot.ini configuration
file and displays the boot menu, initiating the boot process.
* Later Windows versions (Vista and above) replaced NTLDR with BOOTMGR.
* Understanding boot components assists forensic investigators in boot process analysis.
Reference:Microsoft technical documentation and forensic training materials outline NTLDR's role in legacy Windows systems.

NEW QUESTION # 31 
Which storage format is a magnetic drive?

A. CD-ROM
B. SSD
C. Blu-ray
D. SATA

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
SATA (Serial ATA) refers to an interface standard commonly used for connecting magnetic hard disk drives (HDDs) and solid-state
drives (SSDs) to a computer. The term SATA itself describes the connection, but most HDDs that use SATA as an interface are
magnetic drives.
* CD-ROM and Blu-ray are optical storage media, not magnetic.
* SSD (Solid State Drive) uses flash memory, not magnetic storage.
* Magnetic drives rely on spinning magnetic platters, which are typically connected via SATA or other interfaces.
This differentiation is emphasized in digital forensic training and hardware documentation, including those from NIST and forensic
hardware textbooks.
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