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If you choose our study materials and use our products well, we can promise that you can pass the exam and get the
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influence and success. Our NSE6_EDR_AD-7.0 Dumps Torrent can also provide all candidates with our free demo, in order to
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Fortinet NSE 6 - FortiEDR 7.0 Administrator Sample Questions (Q23-Q28):
NEW QUESTION # 23 
Within the FortiEDR architecture, which component needs JumpBox capabilities to enable authenticated and controlled
communication with FortiAnalyzer? (Choose one answer)

A. Reputation Server
B. Core
C. Aggregator
D. Central manager

Answer: B

Explanation:
The correct answer is A. Core.
For FortiAnalyzer / FortiAnalyzer Cloud integration, the FortiEDR 7.0.0 Administration Guide states that one prerequisite is "A
Jumpbox with connectivity to FortiAnalyzer." The same section says to refer to Setting up the FortiEDR Core for details about
installing a FortiEDR Core and configuring it as a Jumpbox. In the connector configuration, the guide also states that the Jumpbox
field is used to select the FortiEDR Jumpbox that will communicate with FortiAnalyzer or FortiAnalyzer Cloud.
So, the FortiEDR component associated with JumpBox capability is the Core. The Central Manager must have connectivity to
Fortinet Cloud Services, but it is not the component configured as the JumpBox. The Aggregator handles registration, configuration,
and monitoring between Collectors/Cores and Central Manager, and the Reputation Server is unrelated to FortiAnalyzer JumpBox
communication in this context.
=========

NEW QUESTION # 24 
Refer to the exhibit.

Based on the exhibit, which statement about this threat hunting query is true? (Choose one answer)

A. The query is configured as a global hunting rule and is automatically visible across all organizations.
B. RDP connections will be automatically blocked and classified as suspicious.
C. The query is limited to detecting network activity and does not inspect process behavior.
D. A security incident will be generated whenever the device attempts an RDP connection.

Answer: D

Explanation:
The correct answer is A .
The exhibit shows a FortiEDR Threat Hunting saved query using RemotePort:3389, scoped to a specific device, with Scheduled
Query enabled, classification set to Suspicious , and a repeat interval of 15 minutes .
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TCP port 3389 is the standard RDP port, so the query is designed to detect RDP-related network activity for the selected endpoint.
The FortiEDR guide states that saving a Threat Hunting query can define it as a scheduled query to automate threat detection. It
further states that when a scheduled query runs and detects matches, a security event is automatically created in the Incidents tab ,
and notifications are sent according to the security event configuration.
Option B is too absolute and therefore wrong. The specific query shown uses a network field, but Threat Hunting itself can search
activity events across files, registry, network, processes, and event logs. Option C is wrong because the Community Query
checkbox is not selected, so it is not configured as a shared community
/global query. The guide states that Community Query must be selected to share the query with the FortiEDR community, including
other organizations.
Option D is wrong because a scheduled Threat Hunting query generates an incident; it does not automatically block RDP unless
additional playbook actions are configured. The guide says scheduled queries generate security events and may trigger configured
playbook actions, but the query itself is not a blocking control.
=========

NEW QUESTION # 25 
A playbook is configured with two actions: terminate process and isolate device. The terminate process action fails because the
process is protected by Windows. What is the expected behavior for the second action, isolate device? (Choose one answer)

A. The playbook execution pauses and requires administrator intervention.
B. The playbook execution stops because the action fails.
C. The playbook continues and executes the second action.
D. The playbook generates a notification email and execution stops.

Answer: C

Explanation:
The correct answer is D .
The FortiEDR guide confirms that Playbook actions are automatic incident response actions configured under Security Settings >
Playbooks and applied based on security event classification. It also confirms that actions such as Terminate Process and device
isolation actions can be configured as playbook responses. For scheduled-query-triggered events, the guide states that FortiEDR
can automatically apply the Playbook action assigned to the Collector Group that the triggering device belongs to.
For isolation, the guide shows that isolation actions such as Isolate device with NAC are configured under the Investigation section
of Playbooks, and similar isolation actions are triggered automatically when selected for the relevant classification.
The uploaded guide does not provide a specific line saying "if terminate process fails, continue to the next action." Based on
FortiEDR playbook behavior, configured actions are executed independently. A failure to terminate a protected Windows process
does not automatically cancel the remaining playbook actions.
Therefore, the next configured action, isolate device , is still executed.
Options A , B , and C are wrong because the playbook does not pause for administrator intervention, does not stop merely because
an email is generated, and does not cancel all remaining configured actions because one action failed.
=========

NEW QUESTION # 26 
Refer to the exhibits.



What happens when the net user command runs on an endpoint? (Choose one answer)

A. It triggers an incident when the query matches the target process (net.exe).
B. It triggers an immediate endpoint alert.
C. It blocks CLI commands by default.
D. It triggers FortiEDR rules because the activity is not suspicious.

Answer: A

Explanation:
The correct answer is C .
The exhibit shows a Threat Hunting saved query named CLI Command with the query:
Target.Process.Filename ( " net.exe " )
It is configured as a Scheduled Query , classified as Suspicious , and set to repeat every 15 minutes . The FortiEDR guide states that
saving a Threat Hunting query allows it to be defined as a scheduled query to automate threat detection. When the scheduled query
runs and detects matching activity, a security event is automatically created in the Incidents tab .
The guide also states that scheduled queries run automatically according to the configured schedule, and each time a match is
detected, FortiEDR generates a security event in the Incidents tab and sends notifications according to the security event
configuration.
So, when the endpoint runs:
net user edruser password! /ADD
FortiEDR records the relevant process activity, and when the scheduled query runs, it matches the target process net.exe and
creates an incident/security event. It is not immediate by default because the query is scheduled every 15 minutes. It also does not
block CLI commands by default unless playbook actions or policy controls are configured. The activity is treated according to the
saved query classification, which in the exhibit is Suspicious .
=========

NEW QUESTION # 27 
Refer to the exhibits.



You are attempting to move a collector into the High Security Collector Group for isolation but encounter an error in the API
request as shown in the exhibit. To successfully isolate the collector, which API parameter must you correct? (Choose one answer)

A. Change the HTTP method in the request from PUT to POST.
B. Set the target collector group parameter to Engineering group.
C. Update the authorization credentials in the API header.
D. Set the organization parameter to Default.

Answer: D

Explanation:
The correct answer is A. Set the organization parameter to Default .
From the first exhibit, the API query result for the Collector shows:
* Collector name: Desktop-PC
* Collector group name: Engineering
* Organization: Default
* State: Running
But in the second exhibit, the API request is using:
* organization = Fortinet-Training
* collectors = Desktop-PC
* targetCollectorGroup = High Security Collector Group
That organization value is wrong. The Collector belongs to the Default organization, so the API request must reference the
Collector's actual organization. Otherwise FortiEDR cannot locate or move that Collector under the organization specified in the
request.
The FortiEDR guide confirms that Collector Groups are used to assign different FortiEDR policies to different Collectors, and that
Collectors can be moved between groups/organizations in the Inventory workflow. In Hoster view, FortiEDR shows Collectors
from all organizations and allows moving Collectors between organizations, but the organization context must match the Collector
being managed.
Option B is wrong because the exhibit shows the API request is authorized; the failure is a 400 Bad Request , not an authentication
failure. Option C is wrong because the endpoint shown is already a move/update operation using PUT, and the issue is not the
HTTP method. Option D is wrong because Engineering is the current Collector Group. The goal is to move the Collector to High
Security Collector Group , so changing the target back to Engineering would not isolate or harden the Collector.
=========

NEW QUESTION # 28
......
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