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FH1

SAFE Architectural Framework: This section of the exam measures skills of Security Architects and
explains the Cisco SAFE framework, a structured model for building secure networks. It emphasizes the
importance of aligning business goals with architectural decisions to enhance protection across the
enterprise.

FH 2

Integrated Architecture Use Cases: This section of the exam measures the skills of Cloud Solution
Architects and covers key capabilities within an integrated cloud security architecture. It focuses on
ensuring common identity across platforms, setting multicloud policies, integrating secure access service
edge (SASE), and implementing zero-trust network access models for more resilient cloud environments.

=3

User and Device Security: This section of the exam measures skills of Identity and Access Management
Engineers and deals with authentication and access control for users and devices. It covers how to use
identity certificates, enforce multifactor authentication, define endpoint posture policies, and configure single
sign-on (SSO) and OIDC protocols. The section also includes the use of SAML to establish trust between
devices and applications.

=M 4

Threat Response: This section of the exam measures skills of Incident Response Engineers and focuses on
responding to threats through automation and data analysis. It covers how to act based on telemetry and
audit reports, manage user or application compromises, and inplement response steps such as
containment, reporting, remediation, and reinstating services securely.

FH 5

Network and Cloud Security:This section of the exam measures skills of Network Security Engineers and
covers policy design for secure access to cloud and SaaS applications. It outlines techniques like URL
filtering, app control, blocking specific protocols, and using firewalls and reverse proxies. The section also
addresses security controls for remote users, including VPN-based and application-based access methods,
as well as policy enforcement at the network edge.

FH 6

Industry Security Frameworks: This section of the exam measures the skills of Cybersecurity Governance
Professionals and introduces major industry frameworks such as NIST, CISA, and DISA. These
frameworks guide best practices and compliance in designing secure systems and managing cloud
environments responsibly.

=M 7

Application and Data Security This section of the exam measures skills of Cloud Security Analysts and
explores how to defend applications and data from cyber threats. It introduces the MITRE ATT&CK
framework, explains cloud attack patterns, and discusses mitigation strategies. Additionally, it covers web
application firewall functions, lateral movement prevention, microsegimentation, and creating policies for
secure application connectivity in multicloud environments.

Z| &l CCNP Security 300-740 F 2 M Z 2 A (Q186-Q191):

EHE #186

Which of the following are core components of the MITRE ATT&CK framework?
(Multiple Correct Answers)

o2
m

EE #187

: ACD

A. Defense evasion techniques

B. SSL Certificates

C. Credential access methods

D. TTPs (Tactics, Techniques, and Procedures)

To effectively manage a compromised system, it's important to first the threat to stop its spread.

e A contain

e B. anplify
e C. ignore




e D. broadcast

HE: A

EE #188
The action of mvolves fixing or patching the vulnerabilities exploited during a security incident.

A. exacerbating

B. reporting
C. remediating

D. ignoring
: C

o
m

HEE #189
Response automation tools help mn:

A. Complicating incident response procedures

B. Slowing down the detection of malware

C. Quickly isolating infected devices from the network
D. Increasing the number of false positives

o2
m

: C

HE #190

<outpgrt jopit {ed>
crypto ikev2 policy-§
authenticati®n pre—-share

engLyprion aes-256
Jroup 2

<oatput omitted>

Refer to the exhibit. An engineer must configure a remote access [Psec/IKEv2 VPN that will uise SHA-512 on a Cisco ASA
firewall. The indicated configuration was applied to the firewall; however, the tunnel fails to establish. Which command must be run
to meet the requirement?

A. integrity sha512

B. ipsec-proposal sha512

C. protocol esp encryption sha512
D. encryption sha512

HE: A

ME.

In Cisco ASA configurations using IKEv2, the integrity command defines the hash algorithm. To use SHA-
512, the correct syntax is:

mtegrity sha512

Without this, the IKEv2 proposal is considered incomplete or mismatched with the peer. The encryption command sets encryption
(AES-256, etc.), not hashing. The correct structure is:

crypto ikev2 policy <#>

encryption aes-256

integrity sha512

group 2

prfsha512

lifetime 86400

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 1:



Cloud Security Architecture, Pages 20-23
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 5, Pages 93-95
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