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CWNP CWNA-109 Exam Syllabus Topics:

Topic

Details

Topic 1

WLAN Network Security: It addresses the concepts of weak security options, security mechanisis for
enterprise WLANSs, and security options and tools used in wireless networks.

Topic 2

Radio Frequency (RF) Technologies: This topic explains the basic features and behavior of RF. It also
discusses applying the basic concepts of RF mathematics and measurement. Lastly, the topic covers RF
signal characteristics and the functionality of RF antennas.

Topic 3

WLAN Protocols and Devices: It focuses on terminology related to the 802.11 MAC and PHY, the
purpose of the three main 802.11 frame types, MAC frame format, and 802.11 channel access methods.

Topic 4

RF Validation and WLAN remediation: This topic covers RF interference, WLAN performance, the basic
features of validation tools, and common wireless issues.

CWNP Wireless Network Administrator (CWNA) Sample Questions (Q26-

Q31):

NEW QUESTION # 26

You recently purchased four laptops containing dual-band 802.11ac adapters. The laptops can connect to your 2.4 GHz network,
but they cannot connect to the 5 GHz network. The laptops do not show the 5 GHz SSIds, which are different than the 2.4 GHz
SSIDs. Existing devices can connect to the 5 GHz SSIDs with no difficulty. What is the likely problem?

Answer: B

A. Interference from non-Wi-Fi sources
B. Faulty drivers

C. Interference from other WLANSs

D. DoS attack
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Explanation:

The likely problem that causes this scenario is faulty drivers. Drivers are software components that enable the communication
between the operating system and the hardware devices, such as the wireless adapters. Faulty drivers can cause various issues with
the wireless connectivity, such as not detecting or connecting to certain networks, dropping connections, or reducing performance.
Faulty drivers can be caused by corrupted files, outdated versions, incompatible settings, or hardware defects. To fix faulty drivers,
you can try to update, reinstall, or roll back the drivers, or contact the manufacturer for support. Interference from non-Wi-Fi
sources, DoS attack, or interference from other WLANSs are not likely to cause this scenario, as they would affect all devices in the
same area, not just the new laptops.

NEW QUESTION # 27

ABC Company is planning to install a new 802.11ac WLAN, but wants to upgrade its wired infrastructure first to provide the best
user experience possible. ABC Company has hired you to perform the RF site survey.

During the interview with the network manager, you are told that the new Ethernet edge switches will support VoIP phones and
802.11 access points, both using 802.3 PoE.

After hearing this information, what immediate concerns do you note?

e A Ifthe switches are in optimal locations for VoIP phones, they are likely to be suboptimal locations for
802.11 APs

¢ B. The edge Ethernet switches should support Ether-channel to get the best results out of the network.

e C. The power budget in the edge switches must be carefully planned and monitored based on the number of supported PoE
devices.

¢ D. VoIP phones and 802.11 access points should not be powered by the same edge switch due to distortion.

Answer: C

Explanation:

An immediate concern that you note after hearing this information is that the power budget in the edge switches must be carefully
planned and monitored based on the number of supported PoE devices. PoE stands for Power over Ethernet and is a technology
that allows Ethernet switches to deliver power along with data to devices such as VoIP phones and 802.11 access points. PoE
devices are classified into different classes based on their power consumption and output. The edge switches have a limited power
budget that determines how many PoE devices they can support simultaneously. If the power budget is exceeded, some PoE
devices may not receive enough power or may shut down unexpectedly. Therefore, it is important to plan and monitor the power
budget in the edge switches based on the number and class of PoE devices connected to them. Using Ether-channel, placing
switches in optimal locations, or avoiding distortion are not immediate concerns related to PoE devices. References: [CWNP
Certified Wireless Network Administrator Official Study Guide:

ExamCWNA-109], page 234; [CWNA: Certified Wireless Network Administrator Official Study Guide:

ExamCWNA-109], page 224.

NEW QUESTION # 28

You were previously onsite at XYZ's facility to conduct a pre-deployment RF site survey. The WLAN has been deployed
according to your recommendations and you are onsite again to performa post-deployment validation survey.

When performing this type of post-deployment RF site survey voice over Wi-Fi, what is an action that must be performed?

A. Application analysis with an active phone call on an VoWiFi handset.

B. Spectrum analysis to locate and identify RF interference sources.

C. Frequency-band hopping analysis to detect improper RF channel implementations.
D. Protocol analysis to discover channel use on neighboring APs.

Answer: A

Explanation:

When performing a post-deployment validation survey for voice over Wi-Fi (VoWiF1i), an action that must be performed is
Application analysis with an active phone call on a VoWiFi handset. Application analysis is a method of testing the performance of a
specific application over the WLAN by measuring parameters such as throughput, latency, jitter, packet loss, MOS score, and R-
value. Application analysis with an active phone call on a VoWiFi handset can help to evaluate the quality of service (QoS) and user
experience of VoWiFi calls over the WLAN. It can also help to identify any issues or bottlenecks that may affect VoWiFi calls such
as interference, roaming delays, or insufficient coverage. References: [CWNP Certified Wireless Network Administrator Official
Study Guide: ExamCWNA-109], page 549; [CWNA: Certified Wireless Network Administrator Official Study Guide:
ExamCWNA-109], page 519.



NEW QUESTION # 29
What can cause excessive VSWR in RF cables used to connect a radio to an antenna?

A. High gain parabolic dish antenna

B. Impedance mismatch

C. High gain yagi antenna

D. Radio output power above 100 mW but below 400 mw

Answer: B

Explanation:

Impedance is the measure of opposition to the flow of alternating current (AC) in a circuit. Impedance mismatch occurs when the
impedance of the radio does not match the impedance of the antenna or the cable.

This causes some of the transmitted or received signal to be reflected back, resulting in a loss of power and efficiency. The voltage
standing wave ratio (VSWR) is a metric that indicates the amount of impedance mismatch in a transmission line. A higher VSWR
means a higher impedance mismatch and a lower signal quality. A VSWR of 1:1 is ideal, meaning there is no impedance mismatch
and no reflected power. A VSWR of2:1 means that for every 2 units of forward power, there is 1 unit of reflected power12.

The other options are not correct because they do not affect the VSWR in RF cables. A high gain yagi antenna or a high gain
parabolic dish antenna can increase the signal strength and directionality, but they do not cause impedance mismatch in the cable.
Radio output power above 100 mW but below 400 mW is within the acceptable range for most WLAN devices and does not
cause excessive VSWR in the cable3.: 1: CWNA-109 Official Study Guide, page 77 2: VSWR 3: CWNA-109 Official Study
Guide, page 81

NEW QUESTION # 30
What ID is typically mapped to an AP's MAC address if a single BSS is implemented?

A. VLAN ID
B. SSID

C. Device ID
D. BSSID

Answer: D

Explanation:

The BSSID (Basic Service Set Identifier) is typically mapped to an AP's MAC address if a single BSS is implemented. The BSSID
is a unique identifier that distinguishes one BSS from another within the same RF medium. It is usually derived from the MAC
address of the AP's radio interface, but it can also be manually configured or randomly generated by some vendors. The BSSID is
used by client stations to associate with an AP and to send and receive frames within a BSS.

NEW QUESTION # 31
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