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NEW QUESTION # 66
Refer to the exhibit, which shows the output of diagnose sys session list.
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# diagnose sys session list

session info: proto=6 proto_state=01 duration=73 expire=3597 timeout=3600
£1ags=00000000 sockflag=00000000 sockport=0 av_idx=0 use=3

origin-shaper=

reply-shaper=

per_ip shaper=

class_id=0 ha_id-0 policy dir=0 tunnel=/ vlan_cos=0/25 E:{‘!HTInET
state=may_dirty synced none app_ntf

statistic (bytes/packets/allow err): org=8227/11/1 reply=9037/15/1 tuples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2->4
gwy=100.64.1.254/10.0.1.10

hook=post dir=org act=snat 10.0.1.10:65464->54.192.15.182:80 (100.64.1.1:65464)
hook=pre dir=reply act=dnat 54.192.15.182:80->100.64.1.1:65464(10.0.1.10:65464)
pos/ (before, after) 0/ (0,0), 0/ (0,0)

misc=0 policy id=1 auth_info=0 chk_client_info=0 vd=0

serial=00000098 tos=£ff/if ips view=0 app list=0 app=0

dd_type=0 dd_mode=0

Ifthe HA ID for the primary device is 0, what happens if the primary fails and the secondary becomes the primary?

e A Traffic for this session continues to be permitted on the new primary device after failover, without requiring the client to
restart the session with the server.

¢ B. The session state is preserved but the kernel will need to re-evaluate the session because NAT was applied.

e C. The session will be removed from the session table of the secondary device because of the presence of allowed error
packets, which will force the client to restart the session with the server.

e D. The secondary device has this session synchronized; however, because application control is applied, the session is
marked dirty and has to be re-evaluated after failover.

Answer: A

NEW QUESTION # 67
When investigating FortiGuard connectivity issues, which action is a valid troubleshooting step?

A. Configure a virtual IP to forward port 443 to the FortiGate external IP.

B. Use the FortiGuard real-time debug command to verify rating requests.

C. Verify management VDOM internet access.

D. Verify that DNS requests are being proxied if auto-update tunneling is enabled.

Answer: C

NEW QUESTION # 68

Refer to the exhibit. FortiGate is showing continuous high CPU usage. During a maintenance window the CLI command diagnose
sys topdisplays the output shown in the exhibit.

The CLI command diagnose test application ipsmonitor Swas run but the CPU usage by daemon ipsenginedid not drop.

‘What immediate action can you take to reduce the CPU usage effectively?

# diagnose sys top
Run Time: 47 days, 11 hours and 14 minutes

ipsengine 30049 R< 99 21 3
=SS = bl m = s

¢ A. Disable IPS on internal-to-internal policies.
¢ B. Monittor if there is a traffic surge.
e C. Review the IPS signatures enabled on the active IPS profiles.



e D. Restart all IPS engines.
Answer: A
Explanation:

By turning off IPS inspection on purely internal traffic you immediately remove that load fiom the ipsengine daemon and drop CPU
usage - no need to wait for signature tweaks or engine restarts.

NEW QUESTION # 69
Refer to the exhibit, which shows a partial output from the get router info routing-table database command.

# get router info routing-table database
---omitted---

Routing table for VRF=0

S 0.0.0,0/0 [20/07 "via 100.64. 2 254, port2, [10/0]

S 0.0.0.0/0 [10/0] via 100. 64 _254 ortl inactive, [50/0]
-——gmitted--- Hp

The administrator wants to configure a default static route for port3 and assign a dlstance of 50 and a priority of 0.
‘What will happen to the portl and port2 default static routes after the port3 default static route is created?

A. The port] default static route will be injected into the FIB.

B. The port2 default static route will be njected into the forwarding information base (FIB).
C. Both default static routes shown in the output will be injected into the FIB.

D. Neither of the routes shown in the output will be njected into the FIB.

Answer: B
NEW QUESTION # 70
Refer to the exhibit.
41 . B
F::RTINET
User A .
10.0.1.0/24 \\‘ 71.234.149.1
wanhl---._.__ —
10.0.3.0/24 .
X ' SR 10.09270/24
DO anz"———__ 18 U“ra

10.0.4.0/24 T
I

\\ 95.56.234.24

i FGT Fwger router info routing-table all

. g* 3.0.'3.5."3 [10/0] wia 10.0.1.254, wanl, [1/0]
\\_ 10. 0/24 is directly connected, wanl
C 10. ’r.z 0/24 ia directly connected, wanZ
UserC 10. .0/24 is directly connected, portl
10,0.4.63

Assuming a default configuration, which three statements are true? (Choose three.)

A. User B: Pass. FortiGate will use asymmetric routing using wanl to reply to traffic for 95.56.234.24.

B. User A: Pass. The default static route through wanl passes the RPF check regardless of the source IP address.
C. User C: Fail. There is no route to 10.0.4.63 using portl in the touting table.

D. User B: Fail. There is no route to 95.56.234.24 using wan2 in the routing table.

E. Strict RPF is enabled by default.

Answer: A,C,D

NEW QUESTION # 71
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