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A 270
e Advanced Client-to-Site VPN Troubleshooting: This section of the exam measures the skills of
FH 1 CheckPoint System Administrators and focuses on troubleshooting client-to-site VPN issues.

o Advanced Access Control Troubleshooting: This section of the exam measures the skills of Check Point
=x 2 System Administrators in demonstrating expettise in troubleshooting access control mechanisis. It mvolves
understanding user permissions and resolving authentication issues.

o Advanced Identity Awareness Troubleshooting: This section of the exam measures the skills of heck Point
FH 3 Security Consultants and focuses on troubleshooting identity awareness systemns.
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¢ Introduction to Advanced Troubleshooting; This section of the exam measures the skills of Check Point

Network Security Engineers and covers the foundational concepts of advanced troubleshooting techniques.
M 4 It introduces candidates to various methodologies and approaches used to identify and resolve complex
issues in network environments.

e Advanced Troubleshooting with Logs and Events: This section of the exam measures the skills of Check
Point Security Administrators and covers the analysis of logs and events for troubleshooting. Candidates

A 5 )
*A will learn how to interpret log data to identify issues and security threats effectively.
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EAE #30
Which process is responsible for the generation of certificates?

A. fwm
B. cpm
C. cpca
D. dbsync

2
il

SH: C

MH.

The cpca process is responsible for the generation of certificates on the Security Management Server or the Multi- Domain Security
Management Server. It is the Check Point Internal Certificate Authority (ICA) that issues certificates for internal use, such as for
VPN, HTTPS Inspection, SmartConsole, and Secure Internal Communication (SIC). The cpca process runs on the Security
Management Server or the Multi-Domain Security Management Server as part of the Management High Availability module.
References:

* 1: Check Point Processes and Daemons - cpca

* 2: How to generate and install a 3rd party IPSec Certificate

* 3: Automate certificate management on your firewall to find threats in encrypted HTTPS sessions

* Troubleshooting Expert R81.1 (CCTE) Course Outline) - Module 10: Certificate Management Troubleshooting,

AE #31
What is the correct syntax to tun a VPN debug on and create new empty debug files?

A. vpn kdebug on

B. vpndebug trunc on
C. vpn debug truncon
D. vpn debugq trunkon

: C

o2
m

HEE#32
The FileApp parser in the Content Awareness engine does not extract text from which of the following file types?

¢ A. Microsoft Office Excel files
¢ B. Microsoft Office Powerpoint files
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e C.PDF
e D. Microsoft Office .docx files

¥e: C

EE #33

Check Point provides tools & commands to help you to identify issues about products and applications.

‘Which Check Point command can help you to display status and statistics information for various Check Pomt products and
applications?

A. fivstat
B. CPstat
C. cpstat
D. CPview

HE: C

HE:

The correct Check Point command to display status and statistics information for various Check Point products and applications is
cpstat. This command provides a dynamic real-time view of the system, showing the information such as the number of connections,
packets, drops, CPU usage, memory usage, disk space, license status, and blade status. The cpstat command can be customized by
using various options and flags to specify the product, the interval, the fields, and the format of the output. For example, to display
the status and statistics of the firewall module every 5 seconds, the command would be:

cpstat fw -fall -15

The other commands are incorrect because:

* A. CPview is a Check Point tool that displays information about the system performance, such as the CPU, memory, disk,
network, and firewall. It does not show information about other products and applications, such as VPN, Identity Awareness, Anti-
Virus, etc.

* C. fwstat is not a valid command. The correct command is fw ctl pstat, which displays nformation about the firewall kernel, such
as the number of connections, packets, drops, memory, and synchronization. It does not show information about other products and
applications, such as VPN, Identity Awareness, Anti- Virus, etc.

* D. CPstat is not a valid command. The correct command is cpstat, which is case-sensitive.

References:

* cpstat - Check Point Software

* CPView Utility

* fw ctl pstat - Check Point Software

* (CCTE) - Check Point Software

A2 #34
What is correct about the Resource Advisor (RAD) service on the Security Gateways?

¢ A. RAD is conpletely loaded as a kernel module that looks up URL in cache and if not found connects online for
categorization There is no user space involvement in this process

¢ B. RAD is not a separate module, it is an integrated function of the 'fw' kernel module and does all operations in the kernel
space

e C. RAD has a kernel module that looks up the kernel cache notifies client about hits and misses and forwards a-sync requests
to RAD user space module which is responsible for online categorization

e D. RAD finctions completely in user space The Pattern Matter (PM) module of the CMI looks up for URLS in the cache and
if not found, contact the RAD process in user space to do online categorization

He: C

Y.

The Resource Advisor (RAD) service on the Security Gateways is responsible for online categorization of URLs and resources for
Application Control and Threat Prevention blades. RAD has two components: a kernel module and a user space module. The kernel
module looks up the kernel cache for URLs and resources, notifies the client about hits and misses, and forwards asynchronous
requests to the user space module. The user space module handles the communication with the Check Point online web service and
updates the kernel cache with the results. RAD can operate in three modes: hold, background, and custom, depending on the
configuration of the blades and the policy. Reference:
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