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GIAC Exploit Researcher and Advanced Penetration Tester Sample
Questions (Q129-Q134):
NEW QUESTION # 129 
You are developing an exploit for a Windows application vulnerable to buffer overflows. To bypass DEP, which method would you
use to execute your shellcode?
Response:

A. Use Return-Oriented Programming (ROP) to bypass DEP
B. Modify the Windows kernel to disable DEP
C. Inject the shellcode directly into the stack
D. Use brute-force techniques to disable DEP
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Answer: A

NEW QUESTION # 130 
Which of the following network vulnerabilities can be exploited to perform a man-in-the-middle (MITM) attack?
Response:

A. Buffer overflow
B. SQL injection
C. IP spoofing
D. ARP cache poisoning

Answer: D

NEW QUESTION # 131 
Which of the following techniques can be used to defeat stack canaries in a stack smashing exploit?
Response:

A. Heap spraying
B. Return-to-libc attacks
C. Canary brute-forcing
D. Stack pivoting

Answer: C

NEW QUESTION # 132 
Which two techniques are commonly used to prevent stack smashing attacks?
(Choose Two)
Response:

A. Stack canaries
B. Disabling debugging symbols
C. Using static memory allocation
D. Address Space Layout Randomization (ASLR)

Answer: A,D

NEW QUESTION # 133 
Which assembly instructions are crucial when developing position-independent shellcode for Linux?
(Choose Two)
Response:

A. NOP
B. RET
C. JMP
D. CALL

Answer: C,D

NEW QUESTION # 134
......
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