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CompTIA PT0-003 Exam Syllabus Topics:

Topic Details

¢ Post-exploitation and Lateral Movement: Cybersecurity analysts will gain skills in establishing and

maintaining persistence within a system. This topic also covers lateral movement within an environment and
Topic 1 introduces concepts of staging and exfiltration. Lastly, it highlights cleanup and restoration activities,
ensuring analysts understand the post-exploitation phase’s responsibilities.

¢ Engagement Management: In this topic, cybersecurity analysts learn about pre-engagement activities,
collaboration, and communication in a penetration testing environment. The topic covers testing

Topic 2 frameworks, methodologies, and penetration test reports. It also explains how to analyze findings and

recommend remediation effectively within reports, crucial for real-world testing scenarios.
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¢ Vuherability Discovery and Analysis: In this section, cybersecurity analysts will learn various techniques to

discover vulnerabilities. Analysts will also analyze data from reconnaissance, scanning, and enumeration
Topic 3 phases to identify threats. Additionally, it covers physical security concepts, enabling analysts to understand
security gaps beyond just the digital landscape.

¢ Attacks and Exploits: This extensive topic trains cybersecurity analysts to analyze data and prioritize

attacks. Analysts will learn how to conduct network, authentication, host-based, web application, cloud,
Topic 4 wireless, and social engineering attacks using appropriate tools. Understanding specialized systems and
automating attacks with scripting will also be emphasized.

¢ Reconnaissance and Enumeration: This topic focuses on applying information gathering and enumeration

techniques. Cybersecurity analysts will learn how to modify scripts for reconnaissance and enumeration
Topic 5 purposes. They will also understand which tools to use for these stages, essential for gathering crucial
mformation before performing deeper penetration tests.

CompTIA PenTest+ Exam Sample Questions (Q162-Q167):

NEW QUESTION # 162

A penetration tester cannot find information on the target company's systems using common OSINT methods. The tester's attenpts
to do reconnaissance against internet-facing resources have been blocked by the company's WAF. Which of the following is the
best way to avoid the WAF and gather information about the target company's systems?

A. Port scanning

B. Directory enumeration

C. HTML scraping

D. Code repository scanning

Answer: D

Explanation:

When traditional reconnaissance methods are blocked, scanning code repositories is an effective method to gather information.
Code Repository Scanning;

Leaked Information: Code repositories (e.g., GitHub, GitLab) often contain sensitive information, including API keys, configuration
files, and even credentials that developers might inadvertently commit.

Accessible: These repositories can often be accessed publicly, bypassing traditional defenses like WAFs.

NEW QUESTION # 163
Which of'the following components should a penetration tester include in an assessment report?

A. Attack narrative

B. Key management

C. Customer remediation plan
D. User activities

Answer: A

Explanation:

An attack narrative is a crucial part of a penetration testing report. It explains how the tester was able to exploit vulnerabilities,
providing a story-like structure of the attack path taken. This helps the client understand the sequence of actions, fiom initial access
to potential compromise, and the real-world impact.

The attack narrative often includes:

Initial access methods

Privilege escalation steps



Lateral movement within the network

Data exfiltration scenarios

Tools and techniques used

According to the CompTIA PenTest+ PT0-003 Official Study Guide (Chapter 11: Reporting and Communication):

"The attack narrative should be a detailed timeline of the tester's actions, findings, and techniques used during the assessment. It
allows technical and non-technical stakeholders to understand the context of the findings." Reference: CompTIA PenTest+ PT0-003
Official Study Guide, Chapter 11

NEW QUESTION # 164
A penetration tester completed OSINT work and needs to identify all subdomains for mydomain.com.
Which of the following is the best command for the tester to use?

A. dig @8.8.8.8 mydomain.com ANY » /path/to/results. txt
B. cat wordlist.txt | xargs -n 1 -I1'X' dig X.mydomain.com
C. crunch 1 2 | xargs -n 1 -1'X' nslookup X.mydomain.com
D. nslookup mydomain.com » /path/to/results. txt

Answer: B

Explanation:

Using dig with a wordlist to identify subdomains is an effective method for subdomain enumeration. The command cat wordlist. txt |
xargs -n 1 -1'X' dig X. mydomain.comreads each line from wordlist.txt and perforns a DNS lookup for each potential subdomain.
* Command Breakdown:

* cat wordlist.txt: Reads the contents of wordlist.txt, which contains a list of potential subdomains.

* xargs -n 1 -1'X": Takes each line from wordlist.txt and passes it to dig one at a time.

* dig X.mydomain.com: Performs a DNS lookup for each subdomain.

* Why This is the Best Choice:

* Efficiency: xargs efficiently processes each line from the wordlist and passes it to dig for DNS resolution.

* Automation: Automates the enumeration of subdomains, making it a practical choice for large lists.

* Benefits:

* Automates the process of subdomain enumeration using a wordlist.

* Efficiently handles a large number of subdomains.

* References from Pentesting Literature:

* Subdomain enumeration is a critical part of the reconnaissance phase in penetration testing, Tools like dig and techniques nvolving
wordlists are commonly discussed in penetration testing guides.

* HTB write-ups often detail the use of similar commands for efficient subdomain enumeration.

Step-by-Step ExplanationReferences:

* Penetration Testing - A Hands-on Introduction to Hacking

* HTB Official Writeups

NEW QUESTION # 165
A penetration tester needs to collect information over the network for firther steps in an internal assessment.
Which of the following would most likely accomplish this goal?

A. responder.py -1 ethO -wP

B. nc -tulpn 1234 192.168.1.2

C. ntinrelayx.py -t 192.168.1.0/24 -1 1234
D. crackmapexec smb 192.168.1.0/24

Answer: A

Explanation:

To collect information over the network, especially during an internal assessment, tools that can capture and analyze network traffic
are essential. Responder is specifically designed for this purpose, and it can capture NTLM hashes and other credentials by
poisoning various network protocols. Here's a breakdown of the options:

* Option A: ntlnrelayx.py -t 192.168.1.0/24 -1 1234

* ntlmrelayx.py is used for relaying NTLM authentication but not for broad network information collection.

* Option B: nc -tulpn 1234 192.168.1.2

* Netcat (nc) is a network utility for reading from and writing to network connections using TCP or UDP but is not specifically



designed for comprehensive information collection over a network.

* Option C: responder.py -1 eth0 -wP

* Responder is a tool for LLMNR, NBT-NS, and MDNS poisoning. The -I ethO option specifies the network interface, and -wP
enables WPAD rogue server which is effective for capturing network credentials and other information.

* Option D: crackmapexec smb 192.168.1.0/24

* CrackMapExec is useful for SMB-related enumeration and attacks but not specifically for broad network information collection.
References from Pentest:

* Anubis HTB: Highlights the use of Responder to capture network credentials and hashes during internal assessments.

* Horizontall HTB: Demonstrates the effectiveness of Responder in capturing and analyzing network traffic for further exploitation.

NEW QUESTION # 166
SIMULATION
Using the output, identify potential attack vectors that should be further investigated.

Answer:

Explanation:

See explanation below.

Explanation:

1: Null session enumeration

Weak SMB file permissions
Fragmentation attack

2: nmap

-sV

-p 1-1023

192.168.2.2

3: #/ust/bin/python

export SPORTS = 21,22

for $PORT in SPORTS:

try:

s.connect((ip, port))

print("%s:%s - OPEN" % (ip, port))
except socket.timeout

print("%:%s - TIMEOUT" % (ip, port))
except socket.error as e:
print("%:%s - CLOSED" % (ip, port))
finally

s.close()

port_scan(sys.argv| 1], ports)

NEW QUESTION # 167
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