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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q687-Q692):

NEW QUESTION # 687
A company needs to securely dispose of data stored on optical discs. Which of the following is the MOST effective method to
accomplish this task?

A. Low-level formatting
B. Degaussing

C. Recycling

D. Shredding

Answer: D

Explanation:

Shredding is the most effective method to securely dispose of data stored on optical discs12 References: 4. How Can I Safely
Destroy Sensitive Data CDs/DVDs? - How-To Geek. Retrieved from
https//www.howtogeek.com/174307/how-can-i-safely-destroy-sensitive-data-cdsdvds/ 5. Disposal - UK Data Service. Retrieved
from

https7//ukdataservice.ac.uk/learning-hub/research-data-management/store-your-data/disposal/

NEW QUESTION # 688
After a failed update, an application no longer launches and generates the following error message: Application needs to be repaired.
‘Which of'the following Windows 10 utilities should a technician use to address this concern?

A. Admmnistrator Tools

B. Programs and Features
C. Recovery

D. Device Manager

Answer: C

Explanation:

Recovery is a Windows 10 utility that can be used to address the concern of a failed update that prevents an application from
launching. Recovery allows the user to reset the PC, go back to a previous version of Windows, or use advanced startup options to
troubleshoot and repair the system?2. Device Manager, Administrator Tools, and Progranms and Features are not Windows 10
utilities that can fix a failed update.

NEW QUESTION # 689

A network technician installed a SOHO router for a home office user. The user has read reports about home routers being targeted
by malicious actors and then used in DDoS attacks.

Which of the following can the technician MOST likely do to defend against this threat?

A. Disable the SSID broadcast.
B. Change the default credentials.
C. Add network content filtering,
D. Configure port forwarding,

Answer: B

Explanation:

Ore of the most effective ways to defend against malicious actors targeting home routers for DDoS attacks is to change the default
credentials of the router. The default credentials are often well-known or easily guessed by attackers, who can then access and
compromise the router settings and firmware. By changing the default credentials to strong and unique ones, a technician can prevent
unauthorized access and configuration changes to the router. Adding network content filtering may help block some malicious or
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unwanted websites but may not prevent attackers from exploiting router vulnerabilities or backdoors. Disabling the SSID broadcast
may help reduce the visibility of the wireless network but may not prevent attackers from scanning or detecting it.

Configuring port forwarding may help direct incoming traffic to specific devices or services but may not prevent attackers from
sending malicious packets or requests to the router. References: CompTIA A+ Core 2 (220-1002) Certification Exam Objectives
Version 4.0, Domain 3.3

NEW QUESTION # 690
A technician is troubleshooting a connectivity issue and wants to verify that traffic is flowing to the correct upstream locations. Which
of the following commands should the technician use?

A. nslookup
B. net use
C. netstat
D. tracert

Answer: D

Explanation:

The tracert (Trace Route) command is used to track the path that packets take froma source device to a destination device across a
network. This helps technicians identify where traffic is being routed and diagnose connectivity issues. It shows each hop along the
path and measures latency between each node.

net use (Option A): Used to connect to shared network resources, such as shared folders or printers. Not relevant for tracing traffic.
nslookup (Option B): Used for querying DNS servers to resolve domain names to [P addresses. It does not trace network paths.
netstat (Option D): Displays active network connections and statistics, but it does not trace routes like tracert does.

Reference: CompTIA A+ Core 2 (220-1102) Exam Objectives - 2.1: Given a scenario, use the appropriate tool to assess network

connectivity.

NEW QUESTION # 691
Which of the following is the weakest wireless security protocol?

A. WEP
B. WPA2
C. AES
D. TKIP

Answer: A

NEW QUESTION # 692
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