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VMware vDefend Security for VCF 5.x Administrator Sample Questions
(Q72-Q77):
NEW QUESTION # 72 
Which two sources of data are used by NSX for NTA/NDR analytics?
(Choose two)
Response:

A. vSAN replication logs
B. Flow telemetry from virtual switches
C. Threat intelligence feeds
D. Distributed Resource Scheduler logs
E. BIOS-level hardware alerts

Answer: B,C

NEW QUESTION # 73 
What is the primary objective of implementing lateral protection using the vDefend Distributed Firewall?
Response:

A. To restrict access to NSX-T Manager via VPN
B. To prevent data loss during VM snapshot operations
C. To enforce bandwidth throttling policies
D. To control and restrict east-west traffic between workloads

Answer: D

NEW QUESTION # 74 
Which three characteristics define a mature NDR solution in a virtualized environment?
(Choose three)
Response:

A. Integration with security automation tools
B. Real-time correlation with external threat feeds
C. Built-in support for distributed block storage
D. Machine learning-based anomaly detection
E. Dependence on manual rule entry

Answer: A,B,D

NEW QUESTION # 75 
What is the primary role of a Gateway Firewall in a private cloud architecture?
Response:

A. To monitor VM snapshot activity for security anomalies
B. To manage data deduplication and storage replication
C. To inspect and control north-south traffic entering or leaving the data center
D. To apply policies to virtual desktop environments

Answer: C
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NEW QUESTION # 76 
Which capability of vDefend helps simplify the creation of firewall rules based on VM context?
Response:

A. Automatic policy tagging using VM metadata
B. Manual host affinity mapping
C. Importing rules from the vSphere Events log
D. Use of Logical Switch MACs

Answer: A

NEW QUESTION # 77
......
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