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VMware vDefend Security for VCF 5.x Administrator Sample Questions
(Q40-Q45):

NEW QUESTION # 40

Which two factors are typically used to create distributed firewall policies that protect lateral workload communication?
(Choose two)

Response:

A. MAC address of the source VM

B. Disk capacity of the destination VM

C. Disk capacity of the destination VM

D. Storage policy affinity

E. VM Tag or Security Group membership

Answer: B,E

NEW QUESTION # 41
What is the primary purpose of Network Traffic Analysis (NTA) in VMware NSX?
Response:

A. To analyze VM snapshots and disk usage

B. To monitor and identify abnormal traffic patterns within virtual networks
C. To manage DHCP and DNS configurations

D. To display physical switch interface status

Answer: B

NEW QUESTION # 42
‘Which component plays a key role in enforcing distributed firewall policies across hypervisors in a private cloud environment?
Response:

A. vCenter High Availability
B. vSphere Lifecycle Manager
C. NSX Policy Manager

D. vSAN Data Plane

Answer: C

NEW QUESTION # 43

Which two components are leveraged by vDefend Security Intelligence to recommend segmentation policies?
(Choose two)

Response:

A. Flow monitoring and traffic telemetry

B. Guest OS license verification

C. Distributed port mirroring

D. Static IP mapping

E. Application-level dependency discovery

Answer: AJE

NEW QUESTION # 44
What is the primary role of a Gateway Firewall in a private cloud architecture?
Response:



A. To inspect and control north-south traffic entering or leaving the data center
B. To apply policies to virtual desktop environments

C. To monitor VM snapshot activity for security anomalies

D. To manage data deduplication and storage replication

Answer: A

NEW QUESTION # 45
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