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VMware vDefend Security for VCF 5.x Administrator Sample Questions
(Q17-Q22):

NEW QUESTION # 17
What is the primary role of the IDPS ina VMware NSX environment?
Response:

A. Load balance traffic between NSX Edge gateways

B. Encrypt VM disks to protect data at rest

C. Manage vSphere update patch baselines

D. Inspect and analyze network traffic to detect and block malicious activity

Answer: D

NEW QUESTION # 18

Which two methods can be used to monitor the hit count for vDefend firewall rules?
(Choose two)

Response:

A. Log Insight dashboards

B. vCenter High Availability panel
C. vSphere Client Network tab
D. NSX Manager UL

E. NSX API

Answer: D,E

NEW QUESTION # 19
‘Which component allows administrators to view intrusion detection alerts and threat severity in NSX?
Response:

A. vRealize Network Insight

B. vSphere Host Web Client

C. NSX Security Overview Dashboard
D. NSX Edge CLI

Answer: C

NEW QUESTION # 20
Which dashboard provides real-time visibility into firewall rule activity, service instance health, and security group membership?
Response:

A. NSX Manager Security Overview Dashboard
B. vSAN Health Monitoring Panel

C. vSphere Performance Charts

D. ESXi Host Web Client

Answer: A
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NEW QUESTION # 21
Which feature differentiates the Gateway Firewall from the Distributed Firewall?
Response:

A. Tt enforces policies at the data center edge or routing layer
B. It controls intra- VM traffic only

C. It applies policies at the VM kernel level

D. It has no support for NAT or VPN functions

Answer: A

NEW QUESTION # 22
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