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VMware vDefend Security for VCF 5.x Administrator Sample Questions
(Q43-Q48):

NEW QUESTION # 43

Which two sources of data are used by NSX for NTA/NDR analytics?
(Choose two)

Response:

A. Distributed Resource Scheduler logs
B. Flow telemetry from virtual switches
C. Threat intelligence feeds

D. vSAN replication logs

E. BIOS-level hardware alerts

Answer: B,C

NEW QUESTION # 44

Which three characteristics define a mature NDR solution in a virtualized environment?
(Choose three)

Response:

A. Machine learning-based anomaly detection

B. Real-time correlation with external threat feeds
C. Integration with security automation tools

D. Built-in support for distributed block storage
E. Dependence on manual rule entry

Answer: A,B,C

NEW QUESTION # 45
What is the role of the Shared Services Platform (SSP) in VMware's vDefend architecture?
Response:

A. Tt manages vSphere storage policies for encrypted datastores

B. It serves as the default backup proxy for distributed firewalls

C. It hosts telemetry and analytics services for firewall rule recommendations
D. It provides centralized routing for external connectivity

Answer: C

NEW QUESTION # 46

Which of the statements below are true about the Time-Based Firewall Policy capability?
(Select all that apply)

Response:

A. Require all time-based rules to be defined in UTC time zone

B. Can be applied at the vDefend Distributed Firewall and Gateway Firewall
C. Can apply a different Security Policy based on day and time

D. Cannot be combined with VDI, RDSH, and IDFW

Answer: B,C

NEW QUESTION # 47
Which three key attributes define a vDefend firewall rule?
(Choose three)



Response:

A. Destination
B. Source

C. LogLevel
D. Service

E. Uplink Type

Answer: A,.B,D

NEW QUESTION # 48
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