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VMware vDefend Security for VCF 5.x Administrator Sample Questions
(Q68-Q73):

NEW QUESTION # 68

Which three actions can NDR automation take in response to detected threats?
(Choose three)

Response:

e A Generate alerts and forward to SIEM
e B. Quarantine the affected workload
e (. Update firewall rules dynamically
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¢ D. Reallocate memory to the affected VM
¢ E. Delete the VM snapshot to free up space

Answer: A,B,C

NEW QUESTION # 69
Which feature differentiates the Gateway Firewall from the Distributed Firewall?
Response:

A. It enforces policies at the data center edge or routing layer
B. It controls intra- VM traffic only

C. It has no support for NAT or VPN functions

D. It applies policies at the VM kernel level

Answer: A

NEW QUESTION # 70
Which interface is used to configure the Gateway Firewall policies in VMware NSX?
Response:

A. NSX Manager Tier-1/Tier-0 Gateway Policy View
B. vCenter Host Client

C. ESXiCLI

D. vSAN Health Dashboard

Answer: A

NEW QUESTION # 71

Which three threat types can be detected by NSX Distributed IDPS?
(Choose three)

Response:

A. Snapshot file corruption

B. Port scanning and reconnaissance

C. DNS tunneling

D. Guest OS licensing violations

E. Lateral movement between workloads

Answer: B,C.E

NEW QUESTION # 72

Which two strategies enhance container workload protection using vDefend Firewall?
(Choose two)

Response:

A. Use dynamic security groups with Kubernetes context
B. Manually define container network mappings in NSX

C. Disable encryption on east-west traffic for performance
D. Allow all traffic within the cluster to simplify configuration
E. Apply firewall rules to namespaces and pod labels

Answer: D,E

NEW QUESTION # 73
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