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CheckPoint Check Point Certified Maestro Expert - R81 (CCME) Sample
Questions (Q70-Q75):
NEW QUESTION # 70 
At a minimum, how many management and Uplink ports does a SG require?

A. One each.
B. Only one of the two interfaces is needed for the Security Group.
C. Two of each.
D. Neither are required.

Answer: A

Explanation:
A Security Group (SG) requires at least one management port and one uplink port to function properly. The management port is
used to connect the SG to the Maestro Hyperscale Orchestrator (MHO) and the customer' s management infrastructure, such as
SmartConsole or SmartDomain Manager. The uplink port is used to connect the SG to the customer's network infrastructure, such
as switches, routers, or firewalls. The uplink port is also used to send and receive traffic from the customer's network to the SG.
References:
*Maestro Expert (CCME) Course - Check Point Software, page 41
*Check Point Certified Maestro Expert (CCME) R81.X - Global Knowledge, course outline

NEW QUESTION # 71 
What type of cluster can a Security Group can be compared to?

A. Load Sharing Active / Active
B. Active / Standby
C. VSLS
D. Active / Backup

Answer: A

Explanation:
A Security Group can be compared to a Load Sharing Active / Active cluster because it consists of multiple Security Group
Members that share the traffic load and provide high availability and scalability. Each Security Group Member is an active firewall
that processes traffic according to the Security Group policy and synchronizes its state with other members. The Maestro
Orchestrator acts as a load balancer that distributes the traffic among the Security Group Members based on their capacity and
availability.
References
*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 2: Maestro Security Groups, Lesson 2.1:
Introduction to Security Groups, page 2-4
*Check Point R81 Maestro Administration Guide, Chapter 2: Maestro Security Groups, Section: Security Group Overview, page
2-3

NEW QUESTION # 72 
During an upgrade, Is Multi-Version Clustering (MVC) supported?

A. No, Maestro does not support MVC.
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B. No. Maestro does not support MVC because ClusterXL is disabled during an upgrade.
C. Yes, MVC is supported as of R81 for Maestro.
D. Maestro supports MVC or full connectivity upgrade as of R80.40.

Answer: C

Explanation:
Explanation
Multi-Version Clustering (MVC) is a feature that allows different versions of Security Gateways to operate in the same cluster and
provide seamless failover and load balancing. MVC is supported for Maestro environments as of R81, which means that it is
possible to upgrade the Security Groups in a Maestro environment as a Multi-Version Cluster with zero downtime. This requires that
the Maestro Orchestrators are upgraded to R81.20 first, and then the Security Groups can be upgraded one by one to R81.20
while maintaining full connectivity and synchronization.
References =
*Check Point R81.20 for Scalable Platforms - Check Point Software
*Maestro Dual Site configuration with a direct connection through L2 switches
*CHECK POINT MAESTRO EXPERT

NEW QUESTION # 73 
When security policy is installed

A. All SGMs receive the security policy and one by one performs an independent policy verification. Then, all SGMs
simultaneously install the policy.
B. All SGMs receive the security policy and simultaneous policy installation occurs.
C. The SMO Master receives the policy and performs a policy verification the policy is installed on the SMO Master, the
SMO Master broadcasts the available package, other membersretrieve the new policy from the SMO Master, then the non-
SMO Master SGMs install the policy.
D. The policy is installed on the SMO, the SMO Master broadcasts the available package, other members retrieve the new
policy from the SMO Master and perform an independent policy verification, then the non-SMO Master SGMs install the
policy.

Answer: C

Explanation:
Explanation
This is the correct answer because it describes the security policy installation flow for a Maestro Security Group. The SMO Master
is the Security Group Member that acts as the leader and the single point of contact for the Management Server. The SMO Master
verifies the policy and installs it first, then notifies the other SGMs that a new policy is available. The other SGMs fetch the policy
from the SMO Master and install it in parallel.
References
*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 2: Maestro Security Groups, Lesson 2.3: Security
Policy Installation, page 2-15
*Check Point R81 Maestro Administration Guide, Chapter 2: Maestro Security Groups, Section: Security Policy Installation, page
2-13
*Policy installation flow - Check Point Software

NEW QUESTION # 74 
What kinds of transceivers are supported on Orchestrator MHO-140?

A. SFP+, SFP28, QSFP
B. SFP, SFP+, SFP28
C. SFP, QSFP, QSFP28
D. SFP, SFP+, QSFP, QSFP28

Answer: D

Explanation:
The Maestro Hyperscale Orchestrator MHO-140 supports a variety of transceivers to provide high-speed and high-density
connectivity. Specifically, it supports SFP, SFP+, QSFP, and QSFP28 transceivers, which cater to different port speeds and



connectivity requirements in the Maestro environment.
Exact Extract:
"The Orchestrator MHO-140 supports SFP, SFP+, QSFP, and QSFP28 transceivers on its ports. SFP stands for Small Form-
factor Pluggable, SFP+ supports up to 10 Gbps, QSFP (Quad Small Form-factor Pluggable) supports up to 40 Gbps, and
QSFP28 supports up to 100 Gbps per port."
-Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 1: Introduction to Check Point Maestro, Lesson 1.2:
Maestro Licensing and Hardware, page 1-8
-Check Point R81 Maestro Administration Guide, Chapter 1: Introduction to Check Point Maestro, Section:
Maestro Licensing, page 1-6
-Check Point Quantum Maestro Orchestrator Datasheet, page 3
Explanation of Options:
* A. SFP, QSFP, QSFP28: Incorrect, as it omits SFP+, which is supported by the MHO-140.
* B. SFP+, SFP28, QSFP: Incorrect, as SFP28 is not explicitly listed as supported on the MHO-140, and SFP is missing.
* C. SFP, SFP+, SFP28: Incorrect, as SFP28 is not supported, and QSFP and QSFP28 are omitted.
* D. SFP, SFP+, QSFP, QSFP28: Correct, as this option includes all transceivers supported by the MHO-
140, as per the official documentation.
References:
Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 1: Introduction to Check Point Maestro, Lesson 1.2:
Maestro Licensing and Hardware, page 1-8 Check Point R81 Maestro Administration Guide, Chapter 1: Introduction to Check
Point Maestro, Section:
Maestro Licensing, page 1-6
Check Point Quantum Maestro Orchestrator Datasheet, page 3
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