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Q45):

NEW QUESTION # 40

Kim, an analyst, is looking for an mtelligence-sharing platform to gather and share threat information from a variety of sources. He
wants to use this information to develop security policies to enhance the overall security posture of his organization.

Which of'the following sharing platforms should be used by Kim?

A. Cuckoo sandbox

B. Blueliv threat exchange network
C. PortDroid network analysis

D. OmmniPeck

Answer: B

Explanation:

The Blueliv Threat Exchange Network is a collaborative platform designed for sharing and receiving threat intelligence among
security professionals and organizations. It provides real-time information on global threats, helping participants to enhance their
security posture by leveraging shared intelligence. The platform facilitates the exchange of information related to cybersecurity
threats, including indicators of compromise (IoCs), tactics, techniques, and procedures (TTPs) of threat actors, and other relevant
data. This makes it an ideal choice for Kim, who is looking to gather and share threat information to develop security policies for his
organization. In contrast, Cuckoo Sandbox is a malware analysis system, OmniPeck is a network analyzer, and PortDroid is a
network analysis application, none of which are primarily designed for intelligence sharing.

References:

Blueliv's official documentation and resources

"Building an Intelligence-Led Security Program," by Allan Liska

NEW QUESTION # 41

Cybersol Technologies nitiated a cyber-threat intelligence program with a team of threat intelligence analysts.

During the process, the analysts started converting the raw data into useful information by applying various techniques, such as
machine-based techniques, and statistical methods.

In which of the following phases of the threat intelligence lifecycle is the threat intelligence team currently working?

A. Analysis and production

B. Processing and exploitation
C. Planning and direction

D. Dissemination and integration

Answer: B

Explanation:

The phase where threat intelligence analysts convert raw data into useful information by applying various techniques, such as machine
learning or statistical methods, is known as "Processing and Exploitation'. During this phase, collected data is processed,
standardized, and analyzed to extract relevant information. This is a critical step in the threat intelligence lifecycle, transforming raw
data into a format that can be further analyzed and turned into actionable intelligence in the subsequent ' Analysis and Production’
phase.References:

* "Intelligence Analysis for Problem Solvers" by John E. McLaughlin

* "The Cyber Intelligence Tradecraft Project: The State of Cyber Intelligence Practices in the United States (Unclassified Summary)"
by the Carnegie Mellon University's Software Engineering Institute

NEW QUESTION # 42

Walter and Sons Company has faced major cyber attacks and lost confidential data. The company has decided to concentrate more
on the security rather than other resources. Therefore, they hired Alice, a threat analyst, to perform data analysis. Alice was asked to
perform qualitative data analysis to extract useful information from collected bulk data.

Which of the following techniques will help Alice to perform qualitative data analysis?

A. Nunrerical calculations, statistical modeling, measurement, research, and so on.
B. Brainstorming, interviewing, SWOT analysis, Delphi technique, and so on

C. Finding links between data and discover threat-related information

D. Regression analysis, variance analysis, and so on



Answer: B

Explanation:

For Alice to perform qualitative data analysis, techniques such as brainstorming, interviewing, SWOT (Strengths, Weaknesses,
Opportunities, Threats) analysis, and the Delphi technique are suitable. Unlike quantitative analysis, which nvolves numerical
calculations and statistical modeling, qualitative analysis focuses on understanding patterns, themes, and narratives within the data.
These techniques enable the analyst to explore the data's deeper meanings and insights, which are essential for strategic decision-
making and developing a nuanced understanding of cybersecurity threats and vulnerabilities.

References:

"Qualitative Research Methods in Cybersecurity," SANS Institute Reading Room

"The Delphi Method for Cybersecurity Risk Assessment," by Cybersecurity and Infrastructure Security Agency (CISA)

NEW QUESTION # 43

An analyst is conducting threat intelligence analysis in a client organization, and during the information gathering process, he gathered
information from the publicly available sources and analyzed to obtain a rich useful form of intelligence. The information source that
he used is primarily used for national security, law enforcement, and for collecting intelligence required for business or strategic
decision making.

Which of'the following sources of intelligence did the analyst use to collect information?

A. OSINT

B. OPSEC

C.ISAC

D. SIGINT

Answer: A

Explanation:

The analyst used Open Source Intelligence (OSINT) to gather information from publicly available sources.

OSINT involves collecting and analyzing information from publicly accessible sources to produce actionable intelligence. This can
include media reports, public government data, professional and academic publications, and information available on the internet.
OSINT is widely used for national security, law enforcement, and business intelligence purposes, providing a rich source of
information for making informed decisions and understanding the threat landscape.References:

* "Open Source Intelligence (OSINT) Tools and Techniques," by SANS Institute

* "The Role of OSINT in Cybersecurity and Threat Intelligence," by Recorded Future

NEW QUESTION # 44

Bob, a threat analyst, works in an organization named TechTop. He was asked to collect intelligence to fulfil the needs and
requirenments of the Red Tam present within the organization.

Which of'the following are the needs of a RedTeam?

A. Intelligence extracted latest attacks analysis on similar organizations, which includes details about latest threats and TTPs
B. Intelligence on latest vulnerabilities, threat actors, and their tactics, techniques, and procedures (TTPs)

C. Intelligence that reveals risks related to various strategic business decisions

D. Intelligence related to increased attacks targeting a particular software or operating system vulnerability

Answer: B

Explanation:

Red Teams are tasked with emulating potential adversaries to test and improve the security posture of an organization. They require
mtelligence on the latest vulnerabilities, threat actors, and their TTPs to simulate realistic attack scenarios and identify potential
weaknesses in the organization's defenses. This information helps Red Teams in crafting their attack strategies to be as realistic and
relevant as possible, thereby providing valuable insights into how actual attackers might exploit the organization's systems. This need
contrasts with the requirements of other teas or roles within an organization, such as strategic decision-makers, who might be more
mterested in intelligence relatedto strategic risks or Blue Teams, which focus on defending against and responding to
attacks.References:

* Red Team Field Manual (RTFM)

* MITRE ATT&CK Framework for understanding threat actor TTPs
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