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Z| &l McAfee Institute CCII F 2 M EZE A (Q55-Q60):

B2 #55
Investigators may legally impersonate a false identity online during OSINT investigations.

o A False
e B. True

HE. A

dY:

While some law enforcement agencies may havelegal exenptions, impersonation can violate:

Terms of Service (TOS) agreementson social media platforis.

State and federal laws, such as fraud statutes.

Ethical guidelines, especially for private mvestigators.

In most cases,OSINT must be conducted using publicly available information, rather than deception or false identities.
ReferencesMcAfee Institute CCII Ethical OSINT Guide, Privacy in Practice.

EE #56
‘When searching online for a common name, you might want to try:

e A. Switching to Bing to conduct your search as it beats Google
¢ B. Adding the city to their name

He: B

Y.

Includinggeographic informationin searches helps narrow results, particularly for common names. Tools likePipl, Spokeo, and
OSINT Frameworkenhance search precision when combined with location-based filtering,

References:

McAfee Institute OSINT Framework

Google Advanced Search Techniques

Digital Investigative Methods

HEE #57
What value does a friend's list bring to your investigation?

e A It might present possible accomplices or additional persons of interest
¢ B. They bring no value
e C. Tells you what kind of people they date

HE: A

MY

A suspect'sfriend listcan helpmap relationships, identify potential conspirators, andconnect different digital identities. OSINT
investigators leveragesocial network analysis (SNA)to establish links between individuals.

References:

McAfee Institute Digital Footprinting

FBI Social Network Analysis Reports

OSINT Graph Analysis Tools

EE #58
Which of'the following are types of Trojans?


https://www.dumptop.com/McAfee/CCII-dump.html

A. Password Sending Trojans

B. Remote Access Trojans

C. Keyloggers

D. Denial of Service (DoS) Attack Trojans
E. Destructive Trojans

F. All of the Above

HE: F

Y.

Trojans aremalicious programsdisguised as legitimate software to perform unauthorized actions:
Remote Access Trojans (RATs)- Allow attackers to control a victim's system.

Password Sending Trojans- Steal and send login credentials.

Keyloggers- Record keystrokes for stealing sensitive data.

Destructive Trojans- Damage or delete files.

DoS Attack Trojans- Overload servers with traffic.

References:McAfee Institute CCII Cybersecurity Training, Black Hat Python.

HE#59
A public IP address is assigned to every computer that connects to the Internet where each IP is unique.

o A True
e B. False

HE: A

MY

Apublic IP addressisglobally uniqueand assigned to devices connected directly to the Internet. It enablesdirect commumication
between devices and services across the web. Unlikeprivate IPs, public IPs are exposed and can be tracked incyber investigations.
References:McAfee Institute CCII Cyber Investigations Guide, OSINT Handbook.
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