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Z| &l Information Privacy Technologist CIPT T2 ME E Al (Q248-Q253):

EE #248
Which of'the following would be the most appropriate solution for preventing privacy violations related to nformation exposure
through an error message?

A. Creating default error pages or error messages which do not include variable data.

B. Logging the session name and necessary parameters once the error occurs to enable trouble shooting,
C. Handing exceptions internally and not displaying errors to the user.

D. Configuring the environment to use shorter error messages.

HE: A

Y.

The most appropriate solution to prevent privacy violations due to information exposure through error messages is to create default
error pages or messages that do not include variable data. This practice ensures that sensitive information is not madvertently
displayed to users in the event of an error. Displaying detailed error messages can expose system information or user data,
potentially leading to security and privacy risks.

According to IAPP guidelines, handling errors in a way that minimizes the exposure of sensitive data is critical for maintaining privacy
and security. By using generic error messages, the risk of information leakage is significantly reduced.

HEE #249

SCENARIO

Wesley Energy has finally made its move, acquiring the venerable oil and gas exploration firm Lancelot from its long-time owner
David Wilson. As a member of the transition team, you have come to realize that Wilson's quirky nature affected even Lancelot's
data practices, which are maddeningly inconsistent. "The old man hired and fired IT people like he was changing his necktie," one of
Wilson's seasoned lieutenants tells you, as you identify the traces of initiatives left half complete.

For instance, while some proprietary data and personal information on clients and employees is encrypted, other sensitive
information, including health information from surveillance testing of employees for toxic exposures, remains unencrypted, particularly
when included within longer records with less-sensitive dat a. You also find that data is scattered across applications, servers and
facilities in a manner that at first glance seens almost random

Among your preliminary findings of the condition of data at Lancelot are the following;

Cloud technology is supplied by vendors around the world, including firms that you have not heard of. You are told by a former
Lancelot employee that these vendors operate with divergent security requirements and protocols.

The company's proprietary recovery process for shale oil is stored on servers among a variety of less-sensitive information that can
be accessed not only by scientists, but by personnel of all types at most company locations.

DES is the strongest encryption algorithm currently used for any file.

Several company facilities lack physical security controls, beyond visitor check-in, which familiar vendors often bypass.

Fixing all of this will take work, but first you need to grasp the scope of the mess and formulate a plan of action to address it.

Which is true regarding the type of encryption Lancelot uses?

A. Tt uses a single key for encryption and decryption.

B. It employs the data scrambling technique known as obfuscation.
C. Its decryption key is derived from its encryption key.

D. It is a data masking methodology.

: B
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"

EE #250

An organization is considering launching enhancements to improve security and authentication mechanisns in their products. To
better identify the user and reduce friction from the authentication process, they plan to track physical attributes of an individual. A
privacy technologist assessing privacy implications would be most interested in which of the following?

e A That the individual is aware tracking is occurring,
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¢ B. The authentication mechanism proposed.
¢ (. The encryption of individual physical attributes.
¢ D. The purpose of the data tracking.

HE: D

Y.
a privacy technologist assessing privacy implications would be most interested in the purpose of the data tracking,

AE #251
‘What must be used in conjunction with disk encryption?

A. A strong password.

B. A digital signature.

C. Increased CPU speed.
D. Export controls.

HE: B

HE #252
Which is NOT a suitable action to apply to data when the retention period ends?

A. Aggregation.

B. Retagging,

C. Deletion.

D. De-identification.
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